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Foreword

Thank you for purchasing HAP101 Wi-Fi HaLow Access Point (“the device” or “the Product”). This
manual intends to provide guidance and assistance necessary on setting up, operating or
maintaining the Product. Please read this manual and make sure you understand the structure and
functionality of the Product before putting it into use.

Unless otherwise stated, Wi-Fi in this manual refers to 2.4GHz Wi-Fi, and Halow refers to Wi-Fi
Halow.

Intended Users

This manual is intended for:

e Network architects

e Network administrators

e Technical support engineers

e Other users
Copyright
Vantron Technology, Inc. (“Vantron”) reserves all rights of this manual, including the right to change

the content, form, product features, and specifications contained herein at any time without prior
notice. An up-to-date version of this manual is available at www.vantrontech.com.

The trademarks in this manual, registered or not, are properties of their respective owners. Under
no circumstances shall any part of this user manual be copied, reproduced, translated, or sold. This
manual is not intended to be altered or used for other purposes unless otherwise permitted in
writing by Vantron. Vantron reserves the right of all publicly released copies of this manual.

Disclaimer

While all information contained herein has been carefully checked to assure its accuracy in
technical details and typography, Vantron does not assume any responsibility resulting from any
error or features of this manual, nor from improper uses of this manual or the software.

It is our practice to change part numbers when published ratings or features are changed, or when
significant construction changes are made. However, some specifications of the Product may be
changed without notice.
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Technical Support and Assistance

Should you have any question about the Product that is not covered in this manual, contact your
sales representative for solution. Please contain the following information in your question:

e Product name and PO number;
e Complete description of the problem;

e Error message you received, if any.
Vantron Technology, Inc.

Address: 48434 Milmont Drive, Fremont, CA 94538
Tel: (650) 422-3128

Email: sales@vantrontech.com

Regulatory Information

The Product is designed to comply with:
e Part 15 of the FCC Rules
o |IC

Please refer to Appendix for Regulatory Compliance Statement.
Symbology

This manual uses the following signs to prompt users to pay special attention to relevant
information.

1 Caution for latent damage to system or harm to personnel
12 Attention to important information or regulations

Vantron | Public HAP101 User Manual 2 www.vantrontech.com



http://www.vantrontech.com/
mailto:sales@vantrontech.com

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

General Safety Instructions

The Product is supposed be installed by knowledgeable, skilled persons familiar with local and/or
international electrical codes and regulations. For your safety and prevention of damage to the
Product and other equipment connected to it, please read and observe carefully the following
safety instructions prior to installation and operation. Keep this manual well for future reference.

e Do not disassemble or otherwise modify the Product. Such action may cause heat generation,
ignition, electronic shock, or other damages including human injury, and may void your
warranty.

e Keep the Product away from heat source, such as heater, heat dissipater, or engine casing.

e Do notinsert foreign materials into any opening of the Product as it may cause the Product to
malfunction or burn out.

e To ensure proper functioning and prevent overheating of the Product, do not cover or block
the ventilation holes of the Product.

e Follow the installation instructions with the installation tools provided or recommended.

e The use or placement of the operation tools shall comply with the code of practice of such
tools to avoid short circuit of the Product.

e  Cut off the power before inspection of the Product to avoid human injury or product
damage.
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Precautions for Power Cables and Accessories

I\ Use proper power source only. Make sure the supply voltage falls within the specified range.

Always check whether the Product is DC powered before applying the power.

Place the power cable properly at places without extrusion hazards.

/. Use only approved antenna(s). Non-approved antenna(s) may produce spurious or excessive

RF transmitting power which may violate FCC limits.

Cleaning instructions:

Power off before cleaning the Product
Do not use caustic or aggressive liquids, vapor, or spray
Clean with a damp cloth

Do not try to clean exposed electronic components unless with a dust collector

/. Power off and contact Vantron technical support engineer in case of the following faults:

The Product is damaged
The temperature is excessively high

Fault is still not solved after troubleshooting according to this manual

" Do not use in combustible and explosive environment:

Keep away from combustible and explosive environment

Keep away from all energized circuits

Unauthorized removal of the enclosure from the device is not allowed
Do not change components unless the power cable is unplugged

In some cases, the device may still have residual voltage even if the power cable is
unplugged. Therefore, it is a must to remove and fully discharge the device before
replacement of the components.

Vantron | Public HAP101 User Manual 4 www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

CHAPTER 1 DEVICE INTRODUCTION
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1.1

1.2

Product Overview

Vantron HAP101 Wi-Fi HaLow access point is designed in compliance with the prominent IEEE
802.11ah (Wi-Fi HaLow) standard and IEEE 802.11 b/g/n (2.4GHz Wi-Fi) standard. It offers a
complete Wi-Fi connectivity solution for loT developers who seek for wireless connections
with energy efficiency, extended coverage, obstacle penetration, effortless accessibility, etc.

HAP101 supports up to 1km coverage at ultra-low power consumption while still delivering
optimal performance with data rates up to 150 Mbps on 2.4GHz Wi-Fi and 32.5 Mbps on Wi-
Fi HaLow. By complying with the IEEE 802.11ah standard, it supports operation in the sub-
1GHz license-exempt RF bands to avoid the crowded 2.4GHz frequency band. At the same
time, the 2.4GHz Wi-Fi capability ensures compatibility with devices that do not support
Halow.

HAP101 also offers DIP switches for quickly toggling between HalLow access point (AP) and
station (STA), as well as for switching configurations between standard HalLow applications
and Halow mesh networks that involve multiple access points. This versatility makes it ideal
for long-range sub-GHz networking applications such as smart home appliances, surveillance
systems, industrial process control, logistics and asset management, and smart city facilities.

Unpacking

The device has been carefully packed with special attention to quality. However, should you
find any component damaged or missing, please contact your sales executive in due time.
Standard accessories:

e HAP101 Wi-Fi HaLow access point

e 2x2.4GHz Wi-Fi antenna

e 1 x Wi-Fi HaLow antenna

e 1 xDC power connector

e 1 x RS485 terminal connector

Optional accessories:
e 1x12V/1A power adapter
e 1xPower cord

e ForIP54 version: 1 x Waterproof base + 1 x Waterproof cover

li> Actual accessories might vary slightly from the list above as the customer order might be
different from the standard configuration options.
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1.3 Terminologies and Acronyms

Below is a summary of the key terminologies and acronyms that will be covered in this manual.

Table 1-1

Glossary

AP

STA

HalLow mesh
mode

Mesh point

Mesh portal

DPP

DCS

Description

Access point. It broadcasts the network, allowing other client devices
(stations) to join and communicate.

Station. A client device that connects to an access point.

Compared with the standard HaLow mode, the Halow mesh mode
involves multiple HaLow APs functioning as mesh points to extend the
network coverage, typically with one mesh portal connected to a DHCP
server for IP allocation and internet access.

A general node that relays data within the mesh network.

A specific mesh point that connects the mesh network to the outside
world, typically providing access to a DHCP server for IP allocation and
internet connectivity.

e Device Provisioning Protocol, defined by Wi-Fi Alliance for Wi-Fi Easy
Connect™.

o |t refers specifically to the fast-provisioning state of devices for a
standard HaLow connection (“HaLow DPP”) in this manual.

Dynamic Channel Selection: once enabled, the device will automatically
select the channel with the strongest signal within the selected bandwidth
for optimal performance.

Unless otherwise stated, Wi-Fi in this manual refers to 2.4GHz Wi-Fi, and Halow refers to

Wi-Fi HaLow.
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1.4 Specifications

HAP101

System

WLAN Features

1/0

System Control

CPU
Wi-Fi HaLow SoC
Memory

Storage

2.4GHz Wi-Fi

Wi-Fi HaLow

Fast Ethernet
Serial port

Antenna

LED indicators

MediaTek 580MHz MIPS® CPU

Morse Micro MM6108

256MB

64MB

Standard: IEE 802.11 b/g/n

Frequency range: 2.412GHz ~ 2.462GHz

Channel bandwidth: 20/40 MHz

Data rate: up to 150 Mbps

Fast connection: WPS fast connection supported

Working mode: AP, STA (Multiple SSIDs supported in AP mode)

Standard: IEE 802.11 ah

Frequency range: 903.5MHz~926.5MHz (US)

Channel bandwidth: 1/2/4/8 MHz, dynamic channel selection (DCS) supported
Transmit power: 21dBm

Data rate: up to 32.5 Mbps @8MHz or 15 Mbps @4MHz

Application mode: Mesh, Ad Hoc, BridgeWAN, Repeater

Fast connection: DPP fast connection supported

Working mode: AP, STA (Multiple SSIDs supported in AP mode)

1 x RJ45, 10/100 Mbps

1 x RS485/debugging (RS485 default, 5V output, baud rate: 115200)

1 x Wi-Fi HaLow antenna 2 x 2.4GHz Wi-Fi antenna
1 x Power indicator 1 x Wi-Fi HaLow activity indicator
1 x Uplink indicator 1 x Downlink indicator
1 x WLAN activity indicator 1 x Error indicator

1 x Reserved indicator (user-defined) 1 x System indicator

Button 1 x Pair/Restore button
DIP switch 2 x DIP switch (AP & STA; Mesh & other modes)

IP40 version (With wall mount): 130mm x 74mm x 42mm
Dimensions

IP54 version (With wall mount and water proof kit): 130mm x 119mm x 44mm

Mechanical Casing material Black plastics, UL94, SP6 compliant (Optional: White casing)
Installation Wall mounting
IP rating IP40 (Optional: IP54, enhanced with a waterproof kit)
Input 9V ~ 40V DC
Power
Port 3-pin terminal (Over-current protection, reverse polarity protection)
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Operating system VantronOS

Device management  Vantron BlueSphere GWM (Optional)

Upgrade Local upgrade, OTA upgrade
VPN OpenVPN
Software Network protocol IPV4, HTTPS, TCP & UPD, NTP client and server, ARP, TLS
Link detection Heartbeat detection, auto reconnection
Network reliability Multi-channel failover, backup between Ethernet, Wi-Fi, HaLow
IP application Ping, Traceroute, DHCP Server/Client
IP routing Static routing, dynamic routing
2.4GHz Wi-Fi TKIP, WPA, WPA2, AES, WPS
Wi-Fi HaLow WPA3
Security
Firewall Stateful
Access control MAC address, IP address, URL
Temperature Operating: -20°C ~ +70°C Storage: -40°C ~ +85°C
Environmental Humidity <95% RH (non-condensing)
Certification FCC, IC

1.5 Interfaces and Indicators

1.5.1 Front view

UM
DOWN RS ERR
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I/0 description:

Indicator/
Interface

1 Ethernet jack (100Mbps), configured as a WAN port by default

RS485/debugging
RS485 (default): 115200, 8N1; debugging: refer to chapter 5

Description

3 Power terminal, supporting 9V~40V DC input

4 DIP Switches 2 x 2 DIP switch. Refer to 1.6 for details.

Activates the device for DPP provisioning or factory reset. Refer

5 Pair/Restore button to 1.7 for details.

LED indicators in / Wi-Fi HaLow indicator Power indicator

6 three columns  Uplink indicator 2 4GHz Wi-Fi indicator System indicator

(Refer to 1.8) e
Downlink indicator Restart indicator Error indicator

7 Mounting brackets (screws recommended: M3 x 8mm)

1.5.2 Back view

Interface Description
1 Diversity 2.4GHz Wi-Fi antenna connector
2 Wi-Fi HaLow antenna connector
3 Primary 2.4GHz Wi-Fi antenna connector
4 Mounting brackets (screws recommended: M3 x 8mm)
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1.6

1.7

DIP Switches

HAP101 offers two DIP Switches (2 x 2) that can be configured to different modes as detailed
below.

Table 1-2
Switch 1 Switch 2 Description
Non-Mesh AP/Portal The device operates as a HaLow AP
[Standard HaLow mode] STA/Point The device operates as a HaLow station
Mesh AP/Portal The device operates as a mesh portal
[Halow mesh mode] STA/Point The device operates as a mesh point

The switches are set to the Non-mesh—STA/Point position (1: UP, 2: Down) by default, and
this setting alone does NOT indicate the current working mode of the device. The DIP switches
are designed to use in combination with the Pair/Restore button.

Pair/Restore Button

The Pair/Restore button activates the device for HaLow DPP provisioning or factory reset.
1. HalLow DPP*: Enables fast provisioning of the device for a standard HaLow connection.
2. Factory Reset: Clears all custom settings and resets the device to factory defaults.

When the HaLow DPP state is activated, the HaLow indicator blinks at a frequency of 1Hz. If
the user does not confirm the action within 3 seconds by leaving the device untouched, the
device will return to the normal operation state.

When the factory reset state is activated, all indicators will blink at a frequency of 2Hz. If the
user does not confirm the action by short pressing the button within 5 seconds after releasing
it, the device will return to the normal operation state.

* Refer to table 1-1 in 1.3 for the details of the mode.

Table 1-3 on the following pages explains the working principle of the button.
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1.7.1  Button state: HaLow DPP & factory reset

Description

1. Upon a short press of the button: The device transitions to the HaLow DPP
state and the HalLow indicator blinks at a frequency of 1Hz;

2. No action performed in 3 seconds: This state is confirmed and the HaLow
indicator blinks at a frequency of 2Hz;

3. Pairing in progress: The HalLow indicator blinks at a frequency of 4Hz;

4. Connection completed & communication in progress: The HalLow indicator
enters the ‘netdev’ mode (Refer to 1.8.2 for the details of the indicator).

Short press (< 1s) The device returns to normal operation upon a short press of the button.

The device returns to normal operation when there is no device pairing action in
120s after the DPP mode is confirmed.

The device returns to normal operation when the pairing completes or fails.

1. Long press the button for above 10 seconds and release: All indicators will blink
at a frequency of 2Hz, indicating the device is ready for factory resetting;

Long press (> 10s) — 2. Short press the button for less than 1 second within 5 seconds after release:

Table 1-3
State Prerequisites Button Action
1. DIP switch 1 set to the non-mesh
position (Up);
2. DIP switch 2 set to the AP position (Up) Short press
HalLow DPP .. .
arow or STA position (Down), depending on (< 1s)
the specific use of the device;
3. Device in the normal operation state.
Exit the Halow Device in the HaLow DPP state NA
DPP state
NA
Factory Reset Device in the normal operation state Release — Short

press (< 1s) in 5s

Exit the Factory

Factory Reset state activated
Reset state

Button not pressed
in 5s after release

This confirms the factory reset action, and all indicators will blink at a frequency
of 4Hz, indicating the device will proceed with the reset;

3. The Wi-Fi HaLow indicator, power indicator, 2.4GHz Wi-Fi indicator, and system
indicator will turn solid green upon successful reset.

If the user does not press the button within 5 seconds in the abovementioned
step 2, the action will NOT be confirmed, and the device will continue to operate
in its previous state.

Please refer to 2.2.2 and 2.2.3 for the steps to set up the AP and STA in HaLow DPP mode for fast pairing.

Vantron | Public 12
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1.7.2 Button state in combination with switches & LEDs

The Pair/Restore button can be used in combination with the DIP switches and LED
indicators to better determine the current status of the device as shown below.

Figure 1-1:

HaLow LED blinks at 4Hz HaLow LED enters ‘netdev’
Halow LED blinks at 2Hz y
/ " Fast pairin,
Fast pairing in e
progress success.
Confirms
HaLow DPP State
HaLow LED blinks at 1Hz

Switch 1: Up Fast pairing failed
Switch 2 Up (AP)/ Down (STA) No pairing in 2 N r

Enters
HaLow DPP State minutes

Short press the button (<1s) Button pressed in 3s.

Normal operation <————

Exits
HaLow DPP State

;[,.
|

Exits
“Factory Reset State
All LEDs blink at 2Hz N /

No switch action N Nobutton action in 55
Enters

<_Factory Reset State
Long press the button (> 105) o,

) Al LEDS biink at 4Hz
and release Short press in 5s

" confims " Factory reset
“\Factory Reset State . completed

1.8 LED Indicators

1.8.1 WHLAN indicator

The WLAN indicator has the following statuses. The ‘netdev’ mode of the WLAN indicator
comprises statuses a~c.

a. 2.4GHz Wi-Fi module not working: OFF;
b. 2.4GHz Wi-Fi module working: Solid green;
c. 2.4GHz Wi-Fi communication in progress: Blinking regularly;

d. Upon a successful 2.4GHz Wi-Fi connection, the indicator blinks regularly. Meanwhile
the UP/DOWN indicator (depending on whether the device is a 2.4GHz Wi-Fi AP or
client) will blink at 4Hz for 3s, and later turns solid green;

e. When the device is ready for factory reset, the indicator blinks at 2Hz. After the user
confirms the state, the indicator will blink at 4Hz, indicating the device is undergoing
a factory reset. Upon successful factory reset, the indicator will turn solid green.

Vantron | Public 13 www.vantrontech.com
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1.8.2 Halow indicator

The Halow indicator has the following statuses. The ‘netdev’ mode of the HalLow
indicator comprises statuses a~c.

a. Wi-Fi HaLow module not working: OFF;

b. Wi-Fi HaLow module working: Solid green;

c. Wi-Fi HaLow communication in progress: Blinking regularly;

d. When short pressing the Pair/Restore pinhole button to enter the HaLow DPP state:

1) The device enters the HaLow DPP state upon a short press of the button and the
Halow indicator blinks at a frequency of 1Hz;

2) When there is no action within 3 seconds, the device will confirm the HaLow DPP state
and the indicator will blink at a frequency of 2Hz;

3) When the device is pairing with another device via Wi-Fi HaLow, the indicator will blink
at a frequency of 4Hz;

4) Upon successful connection, the device will exit the HaLow DPP mode, and the
indicator blinks regularly. Meanwhile the UP/DOWN indicator (depending on whether
the device is a HaLow AP or station) will blink at 4Hz for 3s and later turns solid green.

e. When the device is ready for factory reset, the indicator blinks at 2Hz. After the user
confirms the state, the indicator will blink at 4Hz, indicating the device is undergoing a
factory reset. Upon successful factory reset, the indicator will turn solid green.

1.8.3 Up & Down indicators

1. Up indicator

e When there is a successful downlink connection via 2.4GHz Wi-Fi AP or HaLow AP of
the current device: Solid green;

e When no client device is connected to the current device via 2.4GHz Wi-Fi AP or HaLow
AP: OFF;

e When Wi-Fi HaLow AP/2.4GHz Wi-Fi AP pairing is completed with success: Blinking at
4Hz for 3s and later transitioning to solid green.
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2. Down indicator

e When there is a successful uplink connection via any of Ethernet WAN, 2.4GHz Wi-Fi
STA, and HaLow STA of the device: Solid green;

e When the device does NOT establish a successful uplink connection via any of Ethernet
WAN, 2.4GHz Wi-Fi STA, and HaLow STA: OFF;

e When Wi-Fi HaLow STA/2.4GHz Wi-Fi STA pairing is completed with success: Blinking
at 4Hz for 3s and later transitioning to solid green.

3. When the device is ready for factory reset, the Up and Down indicators blink at 2Hz.
After the user confirms the state, the indicator will blink at 4Hz, indicating the device is
undergoing a factory reset.

Note: Users can determine the device status with a combination of the Up/Down indicator
and the DPP state Pair/Restore button. However, a successful uplink/downlink connection
does not necessarily indicate successful data communication or a successful device pairing.

1.8.4 Restore indicator

e Device restart/reboot in progress: Blinking at 4Hz.

e Device ready for Factory Reset: Blinking at 2Hz; following user confirmation for the
reset: blinking at 4Hz, indicating the device is undergoing a factory reset.

1.8.5 Power indicator

e Device properly powered on: Solid green.
e Device not powered on or improperly powered: OFF.

e Device ready for Factory Reset: Blinking at 2Hz; following user confirmation for the
state: Blinking at 4Hz, indicating the device is undergoing a factory reset; upon

successful factory reset: transitioning to solid green.

1.8.6 System indicator

e Preinit state (device tree overlay not mounted): Blinking at 10Hz.
e Upon device boot: Blinking at 1Hz for 3 seconds, then transitioning to solid green.
e Firmware upgrade initiated: Blinking at 4Hz.

e Device ready for Factory Reset: Blinking at 2Hz; following user confirmation for the
state: Blinking at 4Hz, indicating the device is undergoing a factory reset; upon

successful factory reset: transitioning to solid green.
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1.8.7 Error indicator

e Abnormality detected in health check: Blinking at 4Hz
e No abnormality found in health check: OFF

e Device ready for Factory Reset: Blinking at 2Hz; following user confirmation for the
state: Blinking at 4Hz, indicating the device is undergoing a factory reset

Note: Abnormalities that cause the Error indicator to blink at 4Hz include loading problems
with the HalLow/Ethernet/2.4GHz Wi-Fi interface, failure to start crucial services, and
excessive resource occupation. The ERR indicator turns off when there is no abnormality

detected.

1.9 Serial Port

5V GND A B

HAP101 offers an RS485 connector for serial communication. The default baud rate of the
port is 115200, and the pinout description is as follows:

Table 1-4
No. Signal Device name Port Type Description
1 VCC P 5V output
2 GND P Ground
/dev/ttySO CoOMO
3 A I/0 RS485 A signal
4 B I/0 RS485 B signal

Port wiring: A-A, B-B, GND-GND

Input the following command to open the port with a serial port communication program

(e.g., microcom) for serial communication:

~# microcom /dev/ttySO -s 115200
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CHAPTER 2 GETTING STARTED
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2.1 Setting up the Device

When mounting HAP101 on a vertical surface, please ensure that the device is oriented

with the LED indicators pointing down. This positioning allows the LEDs to be visible to the
user on the ground.

1. Usetwo M3 x 8mm screws to fix HAP101 (screw anchors might be necessary);
2. Tighten the screws and gently swing the device to make sure it is fastened;

3. Install the shorter antennas to the WLAN antenna connectors (silk screened as
WLAN1 and WLAN2/BT);

WLAN2/BT

4. Install the longer antenna to the Wi-Fi HaLow antenna connector (silk screened as
Halow);

®

WLAN2/BT

5. Connect the WAN port of HAP101 to the router using the Ethernet cable;
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2.2

2.2.1

6. Plugthe DC power connector into the power terminal of the device and connect it to
the power source using the 12V DC adapter to start it.

Pairing Two HAP101 Devices

You have multiple options to pair two HAP101 devices via Wi-Fi HaLow. Choose the one
that best suits your situation.

Typically, each HAP101 operates in both HaLow AP and 2.4GHz Wi-Fi AP mode by default,
with a fixed LAN IP of 172.18.2.1. When the device switches to HaLow station/client mode,
the LAN IP will change to 172.18.3.1, ensuring proper DHCP server IP allocation.

Pairing via station setup on the web portal

To set an HAP101 to the station mode (H2) and connect it to an AP-mode HAP101 (H1) via
Wi-Fi HaLow, simply configure H2 using the web-based management portal (VantronOS).

To access VantronOS for H2 from a host computer, connect the host to the 2.4GHz Wi-Fi
network of H2, then enter H2’s WLAN IP address in a web browser to log in. For additional
login methods, please refer to 2.3.

1. Power on H1 and use an Ethernet cable to connect it to a router that functions as a
DHCP server;

The router is used for network access and unified IP allocation. Connecting to it is not

\vA

necessary if you just intend to verify the HaLow connection.
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2. Power on H2;

3. Connect a host computer to the 2.4GHz Wi-Fi of H2 using the default SSID and
password provided on the device label as shown below;

Halow WLAN MAC: XX XX XX XX XX XX
WLAN MAC: XXX XX XXX XXX
WAN MAC: XX XX XXX XX:XX

WLAN Login IP: 172.18. 2.1

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX
HalLow WLAN SSID: XXXXXX
HalLow WLAN Password: XXXOXCXXXX

4. Use the default WLAN Login IP provided on the device label of H2 as the address for
VantronOS login;

HalLow WLAN MAC: XX XX XX XX XX XX
WLAN MAC: XXXX: XX XX XX XX XX
WAN MAC: XX XXXXXOKEXXXX

WLAN Login IP: 172.18.2.1]

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX

5. Login to VantronOS using the username and password on the device label;

HalLow WLAN MAC: XX XX XX XX XX XX
WLAN MAC: XX XXX XXX XXX
WAN MAC: XX XX XXX XK XX

WLAN Login IP: 172.18.2 .1

\User name/Password: admin/XXXXXX \
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX

BN . P .
L For higher permissions on VantronOS, log in as a superuser:

Super user: root // password: rootpassword
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6.

7

Navigate to Network > HaLow WIFI and change the HaLow mode of H2 to Client, then
wait a few seconds to allow the change to apply;

HaLow WIFI

HaLow WIF| Settings

£ Stams >

£} Route Management > | ||SeneralSetting) | Advanced Seting

Status Mode: Master
01:BF:83

BSSID: 40:D6:3C

SSID: DG -101-BF23 | Eneryption: WPA3 SAE (CCMP)

Channel: 12 (908.000 MHz) | Tx-Power: 21 dBm | Country: US
i Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's
+--- Interfaces

| i [ y| BB ()
o= Wireless(WIET) ay
.- Hal ow WIFL
A Network Authentication | WPA3-Personal W
i--- Diagnostics
Key | ........ -
Bridge Mode
£} Services > DPP Push Button Start DPP Push

DPP Push Loz:

¥ Advanced Features >
Associated Stations

B Users Manage > Network MAC-Address Host
No information available
& System > (3)
-
AV g

The LAN IP of the device will change to 172.18.3.1 when the Halow mode switches
to Client.

Reconnect the host computer to the 2.4GHz Wi-Fi of H2 and log in to VantronOS using
the new WLAN IP: 172.18.3.1;

Check the device label of H1 for the HaLow WLAN SSID and password for HaLow

connection;

HaLow WLAN MAC: XX XX XX XXX XX
WLAN MAC: XX XX XX XXKXXKX XXX
WAN MAC: XX XX XXXX XX XX

WLAN Login IP: 172.18. 2.1

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX
HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX

Navigate to Network > HaLow WIFI in VantronOS for H2. Under the Wifi Client Setting
tab, select the SSID of H1 from the list and enter the password for HaLow connection;

Wifi Client Setting

Select 851D Mae/Bssid Key

‘ 100% ; DGL-AH-101-DEBE v | Auto v K z

m e
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10. If the target SSID is not included in the HaLow SSID list, click the SCAN WIFI button to
refresh the list;

11. Save and apply the settings;

12. When H2 successfully connects to H1 via Wi-Fi HaLow, the connection status will be
displayed next to the SCAN WIFI button.

Wifi Client Setting

Select SSTD Mac/Bssid Key

| 100% ; DGL-AH-101-DEBE v || Auto vl K z

 scon wirs Fmpiiire
2.2.2 HalLow DPP pairing via hardware setup

DPP (Device Provisioning Protocol) specifically refers to the fast provisioning of HAP101
devices for a standard HaLow connection (“HaLow DPP”) in this manual. The DIP switches
and Pair/Restore button enable a quick HaLow connection via hardware setup. Please refer
to 1.6 and 1.7 for the definition of the DIP switches and the Pair/Restore button,
respectively.

Scenario: An AP mode HAP101 (H1) and a station mode HAP101 (H2) are running in the
normal operation state.

HaLow DPP configurations on H1 and H2 for a standard HaLow connection are as follows.

Table 2-1
Device Switch 1 Switch 2 Button Action Result
1. Short press the DPP state enabled
H1 Non-mesh AP/Portal Pair/Restore button to in the HaLow AP
enter the HaLow DPP mode
state;
2. No button action in 3 DPP state enabled
H2 Non-mesh STA/Point seconds to confirm the in the HaLow
state. station mode
Steps:

1. Short press the Pair/Restore button of H1 to enter the HaLow DPP state;

2. Perform no action within 3 seconds to confirm the HaLow DPP state;

3. Repeat steps 1 and 2 on H2 within 120 seconds after H1 confirms the HaLow DPP state;
4. Wait for the devices to pair;

5. Upon successful connection, the HalLow indicators on both devices will enter the
‘netdev’ mode. The UP indicator on H1 and the DOWN indicator on H2 will blink at a
frequency of 4Hz for 3s and later turn solid green.
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2.2.3

The devices will exit the DDP state if:
a. H1and H2 are successfully connected; or
b. The Pair/Restore button is briefly pressed during the DDP state; or

a. The second device does not enable the DDP state in 120 seconds after the first device
does or the connection fails.

Once enabled, the HaLow DPP mode remains active for 120 seconds. It is recommended to
initiate the DPP mode on the second device immediately after the mode is enabled on the
first device to ensure successful pairing.

Upon successful pairing, the link between H1 and H2 will be maintained. Since the DPP
mode supports only one-to-one pairing, to add a third STA mode device (H3) to the network,
configure it similarly to H2 and repeat the above pairing process for H1 and H3.

You can also track the pairing process in Network > HaLow WIFI in VantronOS for either
device.

HaLow DPP pairing via software setup

Except the method described in 2.2.1, you can pair an AP-mode HAP101 (H1) and a station-
mode HAP101 (H2) in VantronQS, regardless of the physical settings of the devices.

1. Connect a host computer to H1 via 2.4GHz Wi-Fi and log in to VantronOS for H1 using
the WLAN IP of the device (refer to the stepsin 2.2.1);

2. Connect another host computer to H2 via 2.4GHz Wi-Fi and log in to VantronOS for H2
using the WLAN IP of the device (refer to the stepsin 2.2.1);

3. Navigate to Network > HaLow WIFI in VantronOS separately on both computers;

4. Keep the settings of H1 unchanged;

HaLow WIFI
HalLow WIFI Settings

GeneralSetting  Advanced Setting

'U Route Management >
Statuz Mode: Master
BSSID: 40:D6:3C:01:BF:83
SSID: DGL-AH-101-BF83 | Encryption: WPA3 SAE (CCMP)
Channel: 12 (%08 000 MHz) | Tx-Power: 21 dBm | Country: US
Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's
t—— Interfaces

Wireless(WIFI)

B |DGL-AH-WUW-EF53
Halow WIFI

Network Authentication | WEA3-Perzonal -

L Diagnostics

Key | ........ &

L. Network Capture
Bridge Mode

L Services > DPP Push Button T ——

Security >

DPP Push Log:
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5. Switch the HaLow mode of H2 to Client;
=

HaLow WIFI| Settings

£ status >

3 Route Management > General Setting | Advanced Setting

Status Mode: Master
BSSID: 40-D6:3C:01:BF:83

i Network v SSID: DOL-AH-101 BFS3 | Encryptions WPA3 SAE (CCMP)
Channel: 12 (305,000 MHz) | Tx-Power: 21 dBm | Country: US
Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's

t--- Interfaces
! S Cher - ==
-~ Wireless(WIFT)
I Protocol ‘ DHCP v
- HllowWEFL @) Default DHCP, if the WIF] access point nesds to specify [P, please select Static
i~ Diagnostics Brdge Mode
L Network Capture
DPP Puzh Button Start DPP Push
£ Services >
DFF Push Log:
14 Security >

6. Click the Start DPP Push buttons on both computers simultaneously;

HaLow WIFI

HaLow WIFI Settings
General Setting ~ Advanced Setting

Statuz Mode: Master
BSSID: 40:D6:3C:01:BF:83
S8ID: DGL-AH-101-BF33 | Encryption: WPA3 SAE (CCMP)
Channel: 12 (208.000 MHz) | Tx-Power: 21 dBm | Country: US
Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's

SSID ‘DGL-AH-1D1-EF83
Network Authentication ‘ WPA3-Personal »
Key rr_;J

Bridge Mode

DPP Push Button DPP Push

7. Wait for the devices to pair;

8. Upon successful connection, the Halow indicators on both devices will enter the
‘netdev’ mode. The UP indicator on H1 and the DOWN indicator on H2 will blink at a
frequency of 4Hz for 3s and later turn solid green;

9. The DPP push log indicates the success or failure state of the connection.

DPP Push Log:

<2024-12-16 11:34:28> DPP PUSH Connected.
<2024-12-16 11:39:14> DPP PUSH Exit.
<2024-12-16 11:39:36> DPP PUSH Started.
€2024-12-16 11:4@: DPP PUSH Exit.
<2024-12-16 11: DPP PUSH Started.
<2024-12-16 11:42: DPP PUSH Connected.
<2024-12-16 11:43:36> DPP PUSH Started.
<2824-12-16 11:46:48> DPP PUSH Exit.
<2024-12-16 11:46:56> DPP PUSH Started.
€2024-12-16 11:47:15> DPP PUSH Connected.

Wifi Client Setting

Select 35ID Mac/Bssid Key

| 52% ; DGL-AH-101-BDAS ¥ || Auto v

Connected: Oh 2m 23
IPaddr: 172.18.1.107
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2.3 Web Login

You can configure the network settings and manage the device on the web-based
management portal (VantronOS) using a host computer.

Depending on how the host computer is connected to HAP101, there are three ways to
log in to VantronOS for HAP101.

Table 2-2
Login Connection of the Host VantronOS Login to HAP101
Method Computer
Obtion 1 2.4GHz Wi-Fi connection to  Use the 2.4GHz WLAN IP of HAP101 as
P HAP101 the login address
Obtion 2 Same Ethernet connection as  Use the VLAN IP of HAP101 as the login
P HAP101 address
. Same Ethernet connection as  Use the WAN port IP of HAP101 as the
Option 3

HAP101 login address

No matter which option you choose to log in to VantronOS for HAP101, it is important
to note that the IP address of the host computer must be on the same network as
HAP101. This network alignment is essential for successful connectivity and operation.

HAP101 provides one single Ethernet port, functioning as a WAN port by default.

You have two options to determine the WAN port IP of HAP101. You can use the arp -a
command in the shell of the router/switch to display the devices connected to it. By
matching the MAC address with the one on the device label, you can identify the
corresponding WAN port IP address. Alternatively, you can log in to VantronOS for HAP101
through the other two options listed above, and then figure out the IP using the network
interface feature included in the web.

To avoid unexpected troubles, you are advised to identify the 2.4GHz WLAN IP or the VLAN
IP of the device for initial VantronOS login. Afterward, you can proceed with determining
the WAN port IP address in the web for later use.
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2.3.1 Login via the 2.4GHz WLAN IP

Prerequisites:

e HAP101 is operating in 2.4GHz Wi-Fi AP mode

Steps:

1. Power on HAP101 and the 2.4GHz Wi-Fi will be operating in the AP mode by default;

2. Connect the host computer to the 2.4GHz Wi-Fi of the device using the SSID and default
password provided on the device label as shown below;

HaLow WLAN MAC: XX: XX XX XX XX XX
WLAN MAC: XXX XX XX XXXXXX
WAN MAC: XOKXXXOKEXX XX XX

WLAN Login IP: 172.18.2 1

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX
HalLow WLAN SSID: XXXXXX
HalLow WLAN Password: XXXXXXXX

3. Usethe WLAN Login IP provided on the device label as the address for VantronOS login;

Halow WLAN MAC: XX XX XXX XXX
WLAN MAC: XX XX XX XXX XX XX
WAN MAC: XXXX XXX XXXX

WLAN Login IP: 172.18.2.1 |

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HalLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX
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4. Log in to VantronOS using the username and password on the device label;

HaLow WLAN MAC: XX XX XX XXKXX: XX
WLAN MAC: XX XXX XXX XX XX
WAN MAC: XX XXX XXXX
WLAN Login IP: 172.18.2 .1

\User name/Password: admin/XXXXXX \

WLAN SSID: XXXXXX

WLAN Password: XX XXXXXX
HaLow WLAN SSID: XXXXXX

HaLow WLAN Password: XXXXXXXX

b For higher permissions on VantronOS, log in as a superuser:

Super user: root //

password: rootpassword

5. Navigate to Network > Interfaces to check the interface information of HAP101.

£ St B
o Quick Start >

e Tnterfaces
Wireless(WIFT)
- Hla oo WIFT
- Static Rovtes

i Diagaostics

Interfaces

Interface Overview

Uptime: 0 3m 1=
MAC-Address: 40:D6:3C:BS:50:8B
RX: 109 30 KB (1185 Pkts)

- 153 MB (608 Ptz )

X 1B (608 Pl
[TPv4: 172.182.124

Uptime: 0h 0m 0s

MAC- Address: 40.D6:3C:B9:50:8D
RX: 0B (0 Pkt

TX: 0B (0 Pkts))

+:026KB/s
+:020KB/s

Delete

m e

1:0.00B/s
1:000B/s
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2.3.2 Login via the VLAN IP (Windows PC)

Prerequisites:

e The host computer supports VLAN settings (some may require installation of
corresponding network adapter driver)

Steps:

1. Connect the Windows host computer to the WAN port of HAP101;

2. Open the Network & Internet Settings on the host computer;

3. Right click the network adapter and select Properties;

[ Wilced
% @ Disable

Status

Diagnose

) Bridge Connections

Create Shortcut

0 Delete
& Rename

|$ Properties |

4. Click the Configure button in the middle, then click the Advanced tab;

Networking  Sharing

Connect using:

I? Realtek Gaming GbE Family Controller

This connection uses the folowing items
IR = Client for Microsoft Networks o)

i TFile and Printer Sharing for Microsoft Networks
W B Qos Packet Scheduler

M 4 Internet Protocol Version 4 (TCP/IPv4)

] 4 Microsoft Network Adapter Multiplexor Protacol
4 Microsoft LLOP Protacol Driver

4 Internet Protocol Version 6 (TCP/IPvE)

s Link-Laver Toooloav Discoverv Responder

AR R RO

Description
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5. Select Priority & VLAN from the list, and make sure the value is Priority & VLAN
Enabled;

General Advanced [Drver Detals Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Value:

Jumbo Mtu ~
Large Send Offload V2 (1Pv4)
Large Send Offload V2 (IPv6)
Maximum Number of RSS Queue
Network Address

NS Offload

Receive Side Scaling

Speed & Duplex

TCP/UDP Checksum Offload (IPvd
TCP/UDP Checksum Offload (IPvE
VLAN ID

Wake on Magic Packet

Wake on Pattern Match

WOL Speed v

Priority & VLAN Enablec

6. Move down to the VLAN ID attribute and input ‘10’ as the value, then click OK to
confirm the settings;

Property: Value:

Jumbo Mtu ~ 1b =
Large Send Offload V2 (IPv4) =
Large Send Offload V2 (IPv6)

Maximum Number of RSS Queue
| Network Address

NS Offload

Priority & VLAN

Receive Side Scaling

Speed & Duplex

TCP/UDP Checksum Offload (IPv4

TCP/UDP Checksum Offload (IPv6

VLAN ID

Wake on Magic Packet

Wake on Pattern Match

WOL Speed &

Cancel

7. Wait a moment and check the network adapter settings;
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8. Use the IPv4 default gateway for VantronOS login to HAP101;

"- Ethernet
General E:‘r DGL-AH-101-BF81
T eauinl GbE Family €
Connection | Network Connection Details x
IPv4 Connectivit]
Network Connection Details:
IPv6 Connectivit]
Media State: Froperty Value
Duration: Connection-spectfic DN... lan
Speed: Description Reattek Gaming GbE Family Controller
Physical Address 18L0-4D-43-AD-8B
Details. .. DHCP Enabled Yes
IPvd Address 17218220
IPw4 Subnet Mask 255255 2550
Actvity | | Lease Obtained Monday, December 16, 2024 7:18:04 PM
Lease Expires Tuesday, December 17, 2024 7:18:04 AN

|Pwd Default Gateway 172.18.21
TZTE

IPvd DHCP Server 2
IPw4 DNS Server 1721821

Bytes: IPv4 WINS Server
NetBIOS over Tepip En..  Yes
) Properties Linkdocal IPv6 Address  fe80: ffae:c250.6(09:3cfa®16

|Pv6 Default Gateway
IPw6 DNS Server

< >

9. Loginto VantronOS using the username and password provided on the device label.

HaLow WLAN MAC: XX: XX XX XX XX: XX
WLAN MAC: XX XX XX XX XXX XXX
WAN MAC: XX XXXXXX:XX:XX

WLAN Login IP: 172.18. 2.1

|User name/Password: admin/XXXXXX |
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HaLow WLAN Password: XXXXXXXX

For higher permissions on VantronOS, log in as a superuser:

Super user: root //  password: rootpassword

In some cases, to enable the Ethernet interface again, you may need to reset the VLAN
settings to their default configuration:

e Disable Priority & VLAN

e  Setthe VLAN ID back to O
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2.3.3 Login via the VLAN IP (Linux PC)

Steps:
1. Connect the Linux host computer to the WAN port of HAP101;

2. Open a terminal on the host computer and use the ifconfig command to figure out
the Ethernet interface of the computer;

:~§ ifconfig
: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.9.195 netmask 255.255.255.0 broadcast 192.168.9.255
inet6 fe80::23bb:3bb7:bf0:af70 prefixlen 64 scopeid 6x20<link>
ether b4:2e:99:0d:07:46 txqueuelen 1000 (Ethernet)
RX packets 395268 bytes 151085899 (151.0 MB)
RX errors © dropped 3554 overruns @ frame @
TX packets 243915 bytes 22156453 (22.1 MB)
TX errors ® dropped © overruns ® carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 20696 bytes 2381387 (2.3 MB)
RX errors © dropped @ overruns @ frame @
TX packets 20696 bytes 2381387 (2.3 MB)
TX errors © dropped @ overruns @ carrier @ collisions ©

l The Ethernet interface of the computer is mapped as enp2s0 as shown above.

3. Create a VLAN interface (e.g., vlan10) on the Ethernet interface (enp2s0 in this case)
with a VLAN ID (e.g., 10);

$ sudo ip link add vlan10 link enp2s0 type vlan id 10
4. Bring the VLAN interface up;
$ sudo ifconfig vlan10 up
5. Use DHCP to obtain an IP address for the newly created VLAN interface;

S sudo dhclient vlan10

:~$ sudo ip link add vlanie link enp2s® type vlan id 10

:~$ sudo ifconfig vlan1® up
:~$
:~5 sudo dhclient vlanie
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6. Checkthe networkinterfaces onthe host computer and confirm if the VLAN interface

receives an IP;
S ifconfig

:~§ ifconfig
flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.9.195 netmask 255.255.255.0 broadcast 192.168.9.255
inet6 fe80::23bb:3bb7:bfe:af70 prefixlen 64 scopeid 0x20<link>
ether b4:2e:99:0d:07:46 txqueuelen 1000 (Ethernet)
RX packets 395428 bytes 151117664 (151.1 MB)
RX errors © dropped 3554 overruns @ frame @
TX packets 244474 bytes 22210247 (22.2 MB)
TX errors © dropped © overruns @ carrier ® collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 6x16<host>
loop txqueuelen 1000 (Local Loopback)

RX packets 21700 bytes 2469950 (2.4 MB)

RX errors @ dropped © overruns @ frame 0

TX packets 21700 bytes 2469950 (2.4 MB)

TX errors @ dropped © overruns @ carrier @ collisions @

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 172.18.2.114 |netmask 255.255.255.0 broadcast 172.18.2.255
inet6 TeBO::b62e:99ff:febd:746 prefixlen 64 scopeid 0x20<link>
ether b4:2e:99:0d:07:46 txqueuelen 1000 (Ethernet)

RX packets 11 bytes 1102 (1.1 KB)

RX errors © dropped @ overruns @ frame 0

TX packets 54 bytes 8743 (8.7 KB)

TX errors © dropped © overruns @ carrier ® collisions 0

The VLAN interface is assigned with an IP of 172.18.2.114 by the VLAN gateway
(HAP101).

Run the ip route command to check the IP address of the VLAN gateway (HAP101).

:~S ip route
default via 172.18.2.1 dev vlanioe
default via 192.168.9.222 dev enp2s0® proto static metric 20100
10.42.0.0/24 dev enp2s0 proto kernel scope link src 10.42.0.195 metric 100

169.254.0.0/16 dev enp2s® scope link metric 1000

172.18.1.0/24 dev enp2s@ proto kernel scope link src 172.18.1.195 metric 100
172.18.2.0/24 dev vlan1@ proto kernel scope link src 172.18.2.114
192.168.9.0/24 dev enp2s® proto kernel scope link src 192.168.9.195 metric 100

The IP address of HAP101 is 172.18.2.1 in this case. Please note that when HAP101
switches to the Halow station mode, its IP will change to 172.18.3.1 accordingly.

Use above IP address of HAP101 for VantronOS login.

Use the username and password provided on the device label for authentication.

HaLow WLAN MAC: XX: XX:XX:XX:XX: XX
WLAN MAC: XX XX XX XX XX XX XX
WAN MAC: XX XX XX XX XX XX

WLAN Login IP: 172.18.2 .1

|User name/Password: admin/XXXXXX |
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX

For higher permissions on VantronQS, log in as a superuser:

Super user: root // password: rootpassword
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2.3.4 Login via the WAN port IP

1. Loginto VantronOS via the steps set outin 2.3.1 or 2.3.2;
2. Connect the host computer to a router/switch using an Ethernet cable;
3. Connect HAP101 to the same router/switch using an Ethernet cable;

4. Navigate to Network > Interfaces to identify the WAN port address of HAP101;

Interfaces

Interface Overview

Uptime: 0h 6m 405

Lax MAC-Address: 40:D6:3C:B9:30:88 m Delete

RX: 212 81 KB (1979 Phts )
o e TX: 1.76 MB (1344 Pits.) +010KBs

%,m TPvd: 172182124 O
Uptime: Ok Oz 365
MAC-Address: 40-D6:3C-B9:50-8D Delete
RX: 67.53 KB (329 Pkts )

[X. 568 KB Dkt

Add new interface...

5. Use the WAN port IP of HAP101 as the address for VantronOS login;

&€ > @ A Notsecure [192.168.19.198)cgi/gateway ¥

Username

VantronOS ‘ root

Password

‘Welcome [

6. Login to VantronOS using the username and password provided on the device label.

HalLow WLAN MAC: XX XX XX XX XX XX
WLAN MAC: XX:XX: XX XX XX XX XX
WAN MAC: XX XX XX XX XX XX

WLAN Login IP: 172.18. 2.1

|User name/Password: admin/XXXXXX |
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HalLow WLAN SSID: XXXXXX

HaLow WLAN Password: XXXXXXXX

D For higher permissions on VantronOS, log in as a superuser:

Super user: root //  password: rootpassword
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2.4 SSH Login

Depending on how the host computer is connected to the device, there are two ways for
the SSH login to HAP101.

Option 1— If the host computer is connected to HAP101 via 2.4GHz Wi-Fi: Use the 2.4GHz
WLAN IP of the device as the login address (see device label).

Option 2— If the host computer and HAP101 are on the same Ethernet WAN network: Use
the WAN port IP of the device as the login address.

Make sure the IP address of the host computer is on the same network as HAP101 before
the SSH login of HAP101.

By default, SSH login is disabled. You need enable the feature in vantronOS: System >
Administration > SSH Access.

SSH Access
Security >
Dropbear is running—

™ Advanced F >
e G [Enable Disable

Interface g device LAN IP login

# Users Manage >
want @ | device WAN IP login

() wepecified  gither P address is allowed
m

(@ Listen oaly on the given interface or, if unspecified, on all

Port [22
(@ Specifies the listening port of this Dropbear instance

Password authentication.
(@ Atlow $SH password authentication

Refer to 3.10.2 for the specific login steps.
Use the following information for the login.

Port Account Password

22 root rootpassword
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Example SSH login with the 2.4GHz WLAN IP of HAP101:

SH session to ro

Uirect ssH 7

SSH compression : ac ot supported by server)
SSH-browser E

X11-forwarding : 1 ot suppo by server)

root@vantron0os-508D:~# [J

2.5 Wi-Fi HaLow Mode

Wi-Fi Halow related settings of the device are modified and saved via the HaLow WIFI

menu in VantronOS. Therefore, please select an option provided in 2.3 to log in to
VantronOS before you proceed.

2.5.1 AP mode

HAP101 is operating in the HaLow AP mode by default. To check the general HalLow
information, follow the steps below:

1. Login to VantronOS for the AP mode HAP 101 via any of the options provided in 2.3;

2. Navigate to Network > HaLow WIFI;
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3. The general settings of the device are displayed and you can modify the configurations

- ‘HaLow WIFI
£ Status >
HaLow WIF| Settings
L} Route Management > ] | /{72000 Setting
Status Mode: Master
BSSID: 40:D6:3C:01:BF:83
@ SSID: DGL-AH-101-BFS3 | Encryption: WPA3 SAE (CCMP)
Channel: 12 (908.000 MEz) | Ts-Power: 21 dEm | Country: US
; Signal: 0 dBm | Noise: 0 dBum | Bitrate: 0.0 Mbit's
L Interfaces
| i OkF JEmmQE
- WirelessWIET)
; SSID @ DGL-AH-101-BF83
' Halow WIET
! Network Authentieation @ WPA3-Personal v
i Diagaostics
; Ry (&) [ &
. Nefwork Capture
Bridez Mode @
L Services > DPP Push Button @ fE—
Security >
DPP Push Log:
IV Advanced Features >
Associated Stations
B Users Manage > Network MAC-Address Host
No information availale
€ System >
IR E -
X Logout >

Description of the numbered areas
1) Device general status information

2) The device operates in the HaLow AP mode by default and you can switch the mode
using the drop-down list

3) You need confirm the mode change using the Switch button
4) Halow SSID of the device
5) Authentication method for a HaLow connection

6) Default password for a HaLow connection (clicking the refresh button will display
the password)

7) The HalLow interface is bridged to the Ethernet interface by default. This means
that when the device is connected to a DHCP server through the WAN port, station
devices connected to it via HaLow will receive an IP address from the DHCP server;

8) Pressing the Start DPP Push buttons simultaneously on the web portals for the AP
mode HAP101 and the station mode HAP101 will initiate a DPP pairing between
the devices.

Make sure to save the changes to allow them to apply, if any.
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To check the advanced settings of an AP mode device, click the Advanced Setting button
next to the General Setting button.

-
& Status

£ Route Management

& Network

I

i Interfaces

- Wireless(WIFT)

| HaLow WIFI

- Diagnostics

L Network Capture

Services

Security

™% Advanced Features

Description of the numbered areas

>

>

‘HaLow WIFI

HaLow WIF| Settings

General Setting | | Advanced Setting

Enable Disable WIFI Halow

Country Code

Operating Bandwidth

Channel

Associated Stations

Network

@ Disable WIFI

@|us

~

@ | 8MHz

B3l Switch Country and BW

@ | 12 - 908MHz
®

@ Dynamic Channel Selection Based on Quality of the Signal

MAC-Address

No information avatlable

1) Disable/Enable the Wi-Fi HaLow feature;

2) The country codes include US, AU, and EU;

3) The device supports 1/2/4/8MHz operating bandwidth;

4) The device supports 12/28 operating channels;

Host

v som [ |

5) Enable/Disable the Dynamic Channel Selection (DCS) feature. Once enabled, the

device will automatically select the channel with the strongest signal.

Make sure to save the changes to allow them to apply, if any.

To establish a HaLow connection, set up the station mode device using the HaLow SSID and
key of the AP mode device. You can check the connection status in the web portal of the
AP mode HAP101 (Network > HaLow WIFI > Associated Stations).

Associated Stations

Network

¥ (Master "MLE0S-AP-20CA")

MAC-Address
O0C:BF:74:87:D7:60

Host

VantronOS-D86A 1an (172.18.1.203)

Signal / Noise
-64/0 dBm

RX Rate / TX Rate

3.4 Mbit's, IMHz, MCS 7, Short GI
0.3 Mbit/s, IMHz, MCS 0
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2.5.2 Station mode

The device is designed to connect to an existing HaLow access point when operating as a
station. Follow the steps below to connect a station mode device to an existing HaLow AP.

1. Loginto VantronOS for the AP mode HAP 101 via any of the options provided in 2.3;
2. Navigate to Network > HaLow WIFI;

3. Change the HaLow mode of the device to Client;

‘HaLow WIEL

HaLow WIFI Settings

=
& Status >
€ Route Management > General Setting  Advanced Setting
Status Mode: Master
BSSID: 40:D6:3C:01:BF:83
ik Network v SSID: DGL-AH-101- BFS3 | Encryption: WPA3 SAE (CCMP)
‘Channel: 12 ($08.000 MHz) | Tx-Power: 21 dBm | Country: US
H Signal: 0 dBm | Noise: 0 dBm  Bitrate: 0.0 Mbits
- Interfaces

E P
WIFI mode an () m @
- Wireless(WIFD) s
i s e —
i Halow WIEL fwesm—— ]
| Network Authentication Dwmsrame v
i Diagnostics
| Key R
L Network Capture
Bridge Mode
£ services > DPP Push Button S

Security >
DPP Push Log:

% Advanced Features >
Associated Stations

B Users Manage > | Network MAC Address Host
No information available
& System > 9
Save & Apply E -
X Logout >

4. Wait a few seconds to allow the change to apply;

The LAN IP of the device will change to 172.18.3.1 when the HaLow mode switches to
Client.

5. Reconnect the host computer to the 2.4GHz Wi-Fi of the device;
6. Login to VantronOS using the new WLAN IP: 172.18.3.1;

7. Navigate to Network > HaLow WIFI. Under the Wifi Client Setting tab, select the SSID
of the target AP mode HAP101 from the list and enter the password for HalLow
connection (refer to the SSID & password on the label of the AP mode device);

Wifi Client Setting

Select SSID Mac/Bssid Key

‘ 100% ; DGL-AH-101-DEBE V|| Auto v K z

m .
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8. If the target SSID is not included in the HaLow SSID list, click the SCAN WIFI button to
refresh the list;

9. Save and apply the settings;
10. When the device successfully connects to the AP mode device via Wi-Fi HaLow, the

connection status will be displayed next to the SCAN WIFI button.

Wifi Client Setting

Select SSTD Mac/Bssid Key

‘ 100% ; DGL-AH-101-DEBE v | | Auto v |K z

Connected: Oh Om 435
TPaddr: 172.18.1.199

2.5.3 Mesh mode

When an HAP101 operates in the Mesh mode, it supports both mesh and AP features. This
allows it to establish a mesh network with other devices in the Mesh mode while also
enabling other station mode HaLow devices to connect to it, like the following topology.
N\
Internet

DHCP server:
192.168.1.1

Customer Router HalLow Mesh

Bridge: ETH, HaLow Mesh, HaLow Bridge: ETH, HaLow Mesh, HaLow Bridge: ETH, HaLow Mesh, HaLow
AP (IP: 192.168.1.a) AP (IP: 192.168.1.b) AP (IP: 192.168.1.c)
Default 2.4GHz Wi-Fi AP LAN: Default 2.4GHz Wi-Fi AP LAN: Default 2.4GHz Wi-Fi AP LAN:
172.18.2.1 172.18.2.1 172.18.2.1
HalLow Mest Halc A
H1: HaLow Mesh & H2: HaLow Mesh & H3: HaLow Mesh &
PC: 172.18.2.X Halow AP Halow AP HalLow AP
i ' i
1 ' 2.
3! 3! S
N S T
T o]
I, Default 2.4GHz Wi-Fi AP LAN: . Default 2.4GHz Wi-Fi AP LAN: : Default 2.4GHz Wi-Fi AP LAN:
' ' '
'

172.18.2.1; After change to HaLow
STA: 172.18.3.1
HaLow STA: 192.168.1.f

172.18.2.1; After change to HaLow
STA: 172.18.3.1
HaLow STA: 192.168.1.d

172.18.2.1; After change to HaLow
STA: 172.18.3.1
HaLow STA: 192.168.1.e

H6: HaLow STA
H4: HaLow STA H5: HaLow STA

To establish a HaLow mesh network, follow the steps below:

1. Connect an AP-mode HAP101 (H1 in above topology) to a DHCP server via Ethernet or
Wi-Fi;

2. Login to VantronOS separately for the AP-mode devices (H1, H2, H3) that will be used
to establish the mesh network;

Refer to 2.3 for the login steps.
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3. Setthe following parameters of the abovementioned AP-mode devices to be the same;

HaLow WIFI

HaLow WIFI Settings

General Setting | Advanced Setting

-
= Status >

£ Route Management

Status
& Network v
L Interfaces
WIFI mode
- Wireless(WIET)
Mesh D
- HaLow WIFL
Network Authentication
i Diagnostics
i Key
L Network Capture

Enzble AP in Mesh mode

AP Status
L Services >
Security >
APSSID
% Advanced Features > AP Nenwork Authentication
APKey
& Users Manage ?
AP Bridge Mode
‘]
& System 2 Mesh Associated Stations
Network
X Logout >
AP Associated Stations
Network
- HaLow WIFI
£ Status >

HaLow WIFI Settings

General Setting | Advanced Setting

L} Route Management >

Ensble Disable WIFI HaLow

& Network v

i Country Code

- Interfaces

| Operating Bandwidth

e-- Wireless{WIFT)

- Halow WIFI Chanzel

t--- Diagnostics

Mesh Associated Stations

L Network Capture Network

$ Services > AP Associated Stations

Network

Security >

I¥ Advanced Features 3

MAC-Address

Mode: hMesh Point

BSSID: 40:D6:3C:01:BF:23

Mesh ID: DGL-AH-101-mesh | Encryption: WPA3 SAE (CCMP)
‘Channel: 12 (508.000 MHz) | Tx-Power: 21 dBm | Country: US
Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's

vm

| Mesh

| DGL-AH-101-mesh

| WPA3-Personal h

=
=

Mode: Master

BSSID: 42:D6:3C:01:BF:23

SSID: DGL-AH-101-BF83 | Encryption: WPA3 SAE (CCMP)
‘Channel: 12 (508.000 MHz) | Tx-Power: 21 dBm | Country: US
Signal: 0 dBm | Noise: 0 dBm | Bitrate: 0.0 Mbit's

| DGL-AH-101-BF83

| WPA3-Personal v

| Al

-3

MAC-Address

No information available

MAC-Address Host
No information availabls
Disable WIFI
‘ us v
‘ BMHz PN switch Country and BW
‘ 12 - 908MHz v
MAC-Address

No information available

Host

e 1

No information avatlable

4. After completing above settings, a mesh network is established between the devices
(H1, H2, H3), and you can check the connection under the Mesh associated Stations
tab of the device connected to the DHCP server;

5. You can then connect station mode devices (H4, H5, H6) to the mesh mode devices via
HalLow using the individual AP SSID and AP key of the mesh mode devices.

After a device switches from the HaLow AP mode to the Client mode, its 2.4GHz Wi-Fi
AP LAN IP will change to 172.18.3.1 accordingly. If you need to access the VantronOS
web portal for it, use the updated IP address to log in after connecting the PC to the

device.
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2.6 Network Interface Bridging

The bridge mode of each HAP101’s HaLow is enabled by default. As a result, when an AP-
mode HAP101 connects to a DHCP server via an Ethernet cable, clients connected to it via
Wi-Fi HaLow will receive an IP address from the DHCP server, as shown in the diagram
below.

HAP101-STA
HalLow STAIP: 172.18.1.y
LAN IP: 172.18.2.1 --> 172.18.3.1
(HaLow mode from AP to Client)

- HAP101-AP i ow
ETH & HaLow AP IP*: 172.18.1.x [—------------1
LAN IP: 172.18.2.1

Router (DHCP Server)

LAN IP: 172.18.1.1

2.4GHz Wi-Fi |

2.4GHz Wi-Fi |

PC2

PC1
2.4GHz Wi-Fi IP: 172.18.2 xxx

2.4GHz Wi-Fi IP: 172.18.2.xx
--> 172.18.3.xxx

In the above topology, when connecting PC1 to HAP101-AP via 2.4GHz Wi-Fi and logging
into HAP101-AP’s VantronOS on PC1 using the WLAN IP address of HAP101-AP, the network

interface information will likely appear as follows.

- Interfaces
& Status >
Interface Overview
& Quick Start >
Uptime: 18.30m 54z
LaN MAC-Address: 18:9B:A5:1TDE:BD m Delete
m o
& e 1 27 KR (11 Pt 1:000B/s
- J\Eﬁm TPvi: 172182124 L 0.00Bk
{oes Interfaces
Uptime: 15.30m 445
- Wireless(WIFT) AN MAC-Address: 189B:A5:17DE:BD m Delete
RX: 863 22 Pl
i HalowT ¥ e o s 154085
fr= s "”;ﬁm [Tpva: 17218120024 ] AL b5 R A 14608

Similarly, when connecting PC2 to HAP101-STA via 2.4GHz Wi-Fi and logging into HAP101-
STA’s VantronOS on PC2 using the WLAN IP address of HAP101-STA, the network interface
information is likely shown as follows.

- Interfaces
= Status >
Interface Overview
L Quick Start >
HALOWRELAY Uptime: 18 17m 195 m o
MAC-Address: 18:9B:A5:10:11:12
RX: 784.46 KB (7258 Phts)
ah Network v (ol TX: 781.80 KB (7038 Pkts) S
Felay “halovea” L000B/s
- Interfaces
Uptime: 10 24m 23z
-+ Wireless(WIFT) NI MAC-Address: 18:9B:45:10:11:12 m s
RX: 217 MB (17171 Pits)
e o5 @) TX: 2.66 MB (16192 Pits) 1:540Bis
HaLow WIFI ;_&h“ TPvi: 172.183.124 1:400B/s
-~ Static Routes
WAN Uptime: O 0m s “ Delete
- Diagnostics MAC-Address: 18:9B:A5:10:11:12
RX: 0B (0Pks)
@) X 1:0.00B/s
L ACL h_ﬁ TX: 0B (0Pkss) L0008
.. DHCP )
ax1 Uptime: 10 17m 195 . m —
® o & 78 Piiz) T:000B/s
Users Manage > I NE o DRG] TPv4: 172.18.1.19924 HaLow STA 10008/
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2.7 Ethernet Port Modification

The device's Ethernet port defaults to WAN mode, enabling connections to external
networks for internet access. However, it can be reconfigured to operate in LAN mode to
support local device connectivity.

Generally, users need to switch the Ethernet port from WAN to LAN mode in the following
scenarios:

1. AP-mode HAP101 with 2.4GHz Wi-Fi in Client Mode:

When the 2.4GHz Wi-Fi of an AP-mode HAP101 is operating in the client mode, users
may need to access the device’s VantronOS via the Ethernet LAN port.

2. STA-mode HAP101 with Bridged 2.4GHz Wi-Fi:

When the bridge mode of the 2.4GHz Wi-Fi of a STA-mode HAP101 is enabled, clients
connected to the 2.4GHz Wi-Fi receive IP addresses from a DHCP server of the
upstream network. In this case, switching the Ethernet port to LAN mode allows users
to access the device’s VantronOS locally.

2.7.1 WAN port to LAN port

a. AP-mode HAP101 with 2.4GHz Wi-Fi in Client Mode

1. Login to the device’s VantronOS via 2.4GHz Wi-Fi as instructed in 2.3.1;

2. Navigate to Network > Interfaces;

- Interfaces

&= Status >
Interface Overview

£ Route Management >

LAN

i Network v ¥ e®
brlan

1:340B/s
14008

\ Tnterfaces

WAN Uptime: Ok 0m 0 Delete

St “ s
)
Phts.

L Wireless(WIET) MAC-Address: 40-D6:3C-01 BF.82
f N RX: 0B (0 Pkis)) A
g e TX: 767.45 KB (2244 Pkts) :0.33KB/s
w WIFL brwan L:000KB’s

t--- Diagnostics
i Add new interface...

L~ Network Capture

3. Clickthe Edit button after WAN, then click the Physical Settings tab to edit the interface;
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4. Uncheck the box next to “eth0”, add an “eth0.20” interface and select it;

Interfaces - WAN

£ stans >
On this page you can configure the network interfaces. You can bridge several imterfaces by ticking the "bridze interfaces” field and enter the names of several network interfaces
T Route Management > separated by spaces. You can also use VLAN notation INTERFACE . VLANNR (.2 eth@.1).
Common Configuration

General Setup  Advanced Settings | Physical Settings  Firewall Settings

Bridge iterfaces

@ creates a bridge over specified interfce(s)

i Wireless(WIET)

i Enble STP
- HaLow WIFI @ Enzbles the Spanning Tree Protocol on this bridge

> ]

7% Software VLAN: "eth0.10" (lan)

i- Diagnosties Interface uncheck |T J#) Ethernet Adapter: "eth0)” ¢

i Network Capture
4% Wireless Network: Master "DGL-AH-101-308F" (lan)

# Wireless Network: Master "DGL-AH-101-1DCA" (wan)

£ Services s add eth0.20 + Custom Tnterfcs: | sth 20

Security >

e )

5. Save and apply the settings, and the system will automatically return to the Interfaces
page;

6. Click the Edit button after LAN, then click the Physical Settings tab to edit the interface;

7. Check the box next to “eth0”, and check the box next to “eth0.10”;

Interfaces - LAN

-

= Status >
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces
Q Route Management separated by spaces. You can also use YLAN notation INTERFACE. VLANNR (2.2 #th@. 1)

Commen Configuration
ah Network " General Setup  Advanced Settings | Physical Settings
Interfaces Bridge interfaces

; @ creates a bridge over specified interface(s)
L Wireless(WIFT)

| Enable STP
i Hal ow WIFL

() Enables the Spanning Tree Protocol on this bridge

i Diagrostics Interface check | [ [ Etnermet Adapter: "eth0”

uncheck Software VLAN: "eth0.10" (lau)

2% Software VLAN: "eth020" (wan)
8% Wireless Network: Master "DGL-AH-101-308F" (lan)

8% Wireless Network: Master "DGL-AH-101-1DCA" (wan)]

D 7' Custom Interface:

L Network Capture

L Services >

Security b4

8. Save and apply the settings, and the system will automatically return to the Interfaces
page;

If the 2.4GHz Wi-Fi connection between the host computer and HAP101 is interrupted,

reconnect the host computer to the device via 2.4GHz Wi-Fi and log in to VantronOS as
described in step 1.
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9. Navigate to Network > Wireless (WIFI), and switch the 2.4GHz Wi-Fi to the client mode;

0 Route Management

:r Interfaces
Wireless(WIFT)
Hal ow WIFI
i--- Diagnostics

L Network Captuse

L} services
1+ Security
I Advanced Features

L’ Users Manage

>

>

WIFI Settings

Engzble Dizabled WIFI

WIFI Mode

Mode:

BSSID:

Channel:

Signal:

Bitrate:
SsSID
Network Authentication
Key

- Advanced Settings
Country Code

Hwmode
Channel

Bridge Mode

s ]

ap
40:D6:3C:B9:30:8F
12412 GHz)

-23 dBm

130 Mbitss

Enable i
1 Client i
4
SSID: DGL-AH-101-308F
Network Authentication: psk-mixed
Tx-Power: 20 dBm.
Noise: 0dBm
Country: 00
|DGL—AHVWU|—3CIEF
| WPAMWPAZ v
=
| 00-World v
| 246G v
[ v

() Bridge 2.4G Wi-Fi fo the WAN

10. Refresh the page and VantronOS is not accessible, indicating the host computer is
disconnected from the 2.4GHz Wi-Fi of the device;

11. Connect the host computer to the device via the Ethernet port using an Ethernet cable;

12. Log in to VantronOS using the LAN IP of the device: 172.18.2.1.

b. STA-mode HAP101 with Bridged 2.4GHz Wi-Fi

1. Login to the device’s VantronOS via 2.4GHz Wi-Fi as instructed in 2.3.1;

2. Navigate to Network > HaLow WIFI;

3. Change the HaLow mode of the device to Client;

-
= Status

Q‘ Route Management

>

‘HaLow WIFT

HaLow WIFI Settings

General Setting  Advanced Setting

Status Mode: Master
BSSID: 18-95:45-18-1D-CA
& Network - SSID: DCL A 101-IDCA | Encryption: WPA3 SAE (CCMP)
Channel: 12 (508 000 MHz) | Tx-Power: 21 dBm | Country: US

3 Signal: 0 dBm | Noise: -86 dBm | Bitrate: 0.0 Mbit's

L Interfaces

| e E— T -

- Wiseless(WIFT)

% s h

- Halow WIFI s

Network Authentication | WPA3-Personal v

i--- Diagnostics

| Key | [}

Lo Network Capture

Bridge Mode
Q‘ Services b DPP Push Button DPP Push
1F Security >
DPP Push Log:
% Advanced Features
Associated Stations
B Users Manage > Network MAC-Address Host
No infarmation available
[ System > 3
SHOREE m -
X Logout b
Vantron | Public 44 www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

4. Reconnect the host computer to HAP101 using the 2.4GHz Wi-Fi, and log in to
VantronOS using the IP: 172.18.3.1;

5. Navigate to Network > Interfaces;

- Interfaces
= Status >
Interface Overview
£} Route Management >
HALOWRELAY Uptime: 0 0m Ox Delete
MAC-Address: 19:9B:A5:18:1D:C9
RX: 0B (0 Pits)
& Network - ) TX: 1334 KB (39 Pits) 1:0.00B/s
Relay "halowrelay" J-000B’x
i Interfaces N B
i ‘ptime: 2T
W s MAC-Address: 18-95:A515:1D.C9 ﬂ Delete
t--- Wireless(WIET) RX: 178 37KB (1629 Phtz )
o TX: 1.96 MB (1361 Pite)) 1:0.10KBls
| PEe s 3
L Hal ow WIFI brlan IPrd: 172.18.3.124 1:0.08KBis
i--- Diagnostics it
: = WAN Uptime: 0l 0rm O Delete
H MAC-Address: 19:9B:45:18:1D:C9
L--- Network Captuse RX: 0B (0Pis)
D) TX: 13.34 KB (3¢ Piis) 1:000B/s
brewan 10008/
€ Services > WWANL Uptime: 0k Om 0s Delete
MAG-Address: 13.9B:A5:18.1D:CA
= RX: 0B (0 Pkis) e
& TX: 0B (0 Pite.) AL
1 Security b4 Connsct to "DEL-AH-101-1DCA" 1:000B/s
’\ AdvcllelSs ?

6. Clickthe Edit button after WAN, then click the Physical Settings tab to edit the interface;
7. Uncheck the box next to “eth0”, and add an “eth0.20” interface;

Interfaces - WAN

£ Starus ?

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces
L} Route Management > separated by spaces. You can also use YLAN notation INTERFACE . VLANNR (g.g,: etho. 1).

Commeon Configuration

& Network ¥ General Setup  Advanced Settings | Physical Settings  Firewall Settings

i--- Interfaces Bridge interfaces
@ creates a bridge over specified interfacels)

Enztle TP D

(@ Ensbles the Spanning Tres Protocol on this bridge

- Wiseless(WIET)

L. Halow WIFT

i~ Disgnostics Tnterface uncheck | [ ] &) Ethernet Adapter: "eth0” (xwan) |

| 3% Software VLAN: "eth0.10" (lag
t--- Network Capture | —
2 Wireless Network: Master "DGL-AH-101-308F" (lan)

Wireless Network: Client "DGL-AH-101-1DCA" (wwanl)

s o add eth0.20 ‘ustom Interface: | €th0.20
ervices
b Security >

e e

% Advanced Features >

8. Save and apply the settings, and the system will automatically return to the Interfaces
page;

9. Click the Edit button after LAN, then click the Physical Settings tab to edit the interface;
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10. Check the box next to “eth0”, and uncheck the box next to “eth0.10”;

Interfaces - LAN

-
= Status >

On this page you can configure the nenwark interfaces. You can bridge several imterfaces by ticking the "bridge imerfaces” field and enter the names of several network interfzces
& Route Management > separated by spaces. You can also use L AN notation INTERFACE . VLANNR (g,g,: eth@. 1)

Common Configuration

& Network e General Setup | Advenced Settings | Physical Settings

- Tnterfaces Bridge interfaces
@ ereates 2 bridge over specified interface(s)
L. Wireless(WIFT)

| Enzble §TP

--- Hal.ow WIFI

@ Enables the Spanning Tree Protocol on this bridze

- Disgnostics Intecface check | W L+ Ethernet Adapter: “eth0”

uncheck . 7% Software VLAN: "eth0.10" (lan)
37~ Software VLAN: "eth0.20" (wan)
¥ Wireless Network: Master "DGL-AH-101-308F" (lan)
8y Wireless Network: Master "DGL-AH-101-1DCA” (wan)

D +| Custom Interface:

L~ Network Capture

£ Services >

Security >

11. Save and apply the settings, and the system will automatically return to the Interfaces
page;

If the 2.4GHz Wi-Fi connection between the host computer and HAP101 is interrupted,
reconnect the host computer to the device via 2.4GHz Wi-Fi and log in to VantronOS as
described in Step 4.

12. Navigate to Network > Wireless (WIFI), and enable the bridge mode of 2.4GHz Wi-Fi;

WIFI Settings

—~
= Status >
Enable Disabled WIFL Enable -
£} Route Management > WIFI Mode - ™
& Network v
[ —— Mode: ap $SID: DGL-AH-101-305F
H BSSID: 40:D6:3C-B9:30:8F Network Authentication: psle-mixed
H Channel: 1(2.412 GHz) Tx-Power: 20dBm
i Wireless(WIFT) Signal: 41 B Noise: 0dBm
—_— Bitrate: 130 Mbit's Country: 00

-~ Hal ow WIFI SSID ‘ DGL-AH-101-308F

H - Network Authentication
i-- Diagnostics

‘ WPANPA2 v
i ==
i Network Capture & ‘ p
- Advanced Settings
9 S ‘ 00-World w
£ Services >
Hwmode ‘ 240 -
Chanmel
Security B = ‘ 1 -

Bridge Mode 1 I;L
% Advanced Features 3 5 Bridze TG Wii o the WAN

:
# Users Manage >

11. Refresh the page and VantronOS is not accessible because the 2.4GHz Wi-Fi of the
device is bridged;

12. Connect the host computer to the device via the Ethernet port using an Ethernet cable;

13. Log in to VantronOS using the LAN IP of the device: 172.18.3.1.
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2.7.2 LAN port back to WAN port
To revert the LAN port back to its original WAN port function after the modification, follow
the steps below:
1. Connectthe host computer to the device via the Ethernet port using an Ethernet cable;

2. Navigate to Network > Wireless (WIFI), and disable the bridge mode of the 2.4GHz Wi-
Fi;

- WIFI Settings
= Status >
Enable Disebled WIFI — -
€} Route Management > | WIFIMode P -
Fb Network v
|~ Interfaces Mode: ap SSID: DGL-AH-101-308F
i BSSID: 40D63CBI30:5F Network Authentication:  psk-mixed
| Channel: 1(2412 GHz) Tx Power: 20d8m
L. Wireless(WIFT) Signal: -18 Bm Noise: 0dBm
— Bitrate: 130 Mbit's Country: 00
L Hal ow WIET o |DGL—AH—1u1rausr
- Disgnostics Network Authentication | F— -
i Key
“— Network Capture = | 2
- Advanced Settings
_ ComtriCetg | 00-World ~
L Services >
Homode | Y -
Chanael
Security > » | 1 ~
Bridge Mode 1
™% Advanced Features > T T: WicFito the WAN
- Apply 2
L Users Manage >
Associated Stations
& System >
Host Mac i3 Signal
DESKTOP-DHTSNEN 54:75:9506:0abc 172.183.139 18
Vo

3. Connect the host computer to the 2.4GHz Wi-Fi of the device and log in to VantronOS
using the LAN IP based on the HaLow mode of the device (172.18.2.1 for HaLow AP,
172.18.3.1 for HaLow STA);

4. Navigate to Network > Interfaces;

- Interfaces
= Status >

Interface Overview

O Route Management > T
ldress: 18:9B-A5-18:1D:C9 Delete

2 KB (1970 Phas)

I3 UUVI KB (1717 Pits.) t:5340B/s
3 -
* Network o ks :f:'m" ) IPv4: 172.18.2.124 4:400B/s

- nterfaces

| =——— wax Uptise: 01 0m 0s m Delete
L Wireless(WIED) MAC-Address: 18:98:45-18:1D:C9

1 RX: 33.78 KB (110 Phts) N

: e TX: 43.78 KB (128 Phis) (ISR
i Hal ow WIFI brwan 1:0.00KB/s

\— Diagnostics

L Network Capture

5. Click the Edit button after WAN, then click the Physical Settings tab to edit the interface;
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6. Check the box next to “eth0”, and uncheck the box next to “eth0.20”;

Interfaces - WAN

-

= Status >
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridze interfaces” field and enter the names of several network interfaces
1} Route Menagement separated by spaces. You can also use YLAN notation INTERFACE . VLANNR (g.g,: =th@. 1),

Common Configuration

h Network v General Setup | Advanced Settings | Physical Settings || Firewall Settings

L Interfaces Bridge interfaces
‘ - (g creates a bridge over specified interfacel(s)
i Wireless(WIFT)
Enzble §TP
- HaLow WIFI (g Enables the Spanning Tree Protocol on this bridge
-~ Diagaosties Interface check

2! Ethemet Adapter: "eth)” (lan)

uncheck 3% Software VLAN: "eth).
' Wireless Network: Master "DGL-AH-101-308F" (lan)
4 Wireless Network: Client "DGL-AH-101-1DCA” (wwanl)

L Services > D = Custom InterSzce:

L Network Capture

1} Security >

(e

7. Save and apply the settings, and the system will automatically return to the Interfaces
page;

8. Click the Edit button after LAN, then click the Physical Settings tab to edit the interface;

Interfaces - LAN

-
= Status >
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfices” field and enter the names of several network interfaces
Q‘ Route Management > separated by spaces. You can also use YLAN notation INTERFACE. VLANNR (5.2, eth. 1).

Common Configuration

#h Network v General Setup | Advanced Settings | Physical Settings

L e Bridge interfaces v

i (9 creates a bridge over specified interface(s)
- Wireless(WIET)

| Enble STP

- LS T ) Ensbles the Spanning Tree Protocol on this bridze

- Diagnostics Interface [ ] L2/ Eshemmer Adapter: "brvan” (mam)

; uncheck 4 Ethemet Adapter: "eta0’ (lan, wan)
- Network Capture

% Wireless Network: Master "DGL-AH-101-308F” (la)
& Wireless Network: Client "DGL-AH-101-1DCA" (wwanl)
add eth0.10 * Custom Interface: | &th0.10

L Services >

9. Save and apply the settings, and the system will automatically return to the Interfaces
page;

10. If the device is operating in HaLow STA mode, you can optionally switch it to the AP
mode and access VantronOS using the IP: 172.18.2.1.
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11. When VantronOS returns to the Interface page, the Ethernet port has been modified

to a WAN port;

Interfaces

Interface Overview

LAN

2 EEE)
br-len

Add new interface...

I %!‘(EW
i

Uptime: 0h 23m 185
MAC-Address: 40.D6:3C-01:BF:82
RX:320.17 KB (3351 Pkt=.)

TX: 227 MB (4675 Pits)

IPv4: 1721821724

Uptime: Oh 0m 0z

MAC-Address: 40:D6:3C-01:BF:82
RX: 0B (0 Pkts)

TX: 0B (0 Pkts)

e -

1:0.10KB/s
L:0.12KB/s

1:0.00B/s
4:000B/:

12. Connect the device to a router or switch through the Ethernet port;

13. Restart the WAN port and you will see the WAN port IP allocated by the router or switch.

Interfaces

Interface Overview

LAN

g eraw)
brelen
P
Trwan

Add new interface...

Uptime: Oh 23m 235
MAC-Address: 40:D6:3C:01:BF:82
RX: 626.91 KB (3983 Pits.)

TX: 2.35 MB (5177 Pkts.)

IPv4: 172.182.124

Uptime: Oh Om 40z
MAC-Address: 40-D6:3C01:BF 82
RX: 122.05 KB (596 Pkiz.)

TPv4: 192.168.19.167/24

-1

= I

1:0.56KB/s
L 031KB/s

T048KBz
L:0353KB/s
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2.8 Password Change

It is up to you to decide whether you would like to change the login password for the

current user after logging in to VantronOS.

— Router Password
& Status

Changes the administrator password for accessing the device

£} Route Management > P &
oo Password ‘ 2
i Network >

Confirmation ‘ &
L services >

1. Navigate to System > Administration > Router Password;
2. Input the original password for the current user;

3. Input a new password and confirm the password;

4. Save and apply the settings;

5. The system will log out automatically;

6. Login with the new password.

2.9 Language Change

Currently the system supports simplified Chinese and English. The system language is set
to automatically follow the browser language by default. You can change the system
language by navigating to System > System > System Properties > Language and Style in
VantronOS.

System
Here you can configure the basic aspects of your device like itz hostname or the timezone.

System Properties

General Setting:  Language and Style

Design English
BHEET (Simplified Chinese)

Auto: System language based on the browser language (default)
English: English interface

Simplified Chinese: Simplified Chinese interface
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2.10 Factory Reset the Device

There are two options to factory reset the device, one from the hardware perspective and

the other from the software perspective. Once factory reset, the device will be restored to

Wi-Fi HaLow AP mode and 2.4GHz Wi-Fi AP mode by default.

2.10.1 Hardware reset

Action

1. Long press (> 10s) the Pair/Restore button;
2. Release the button;

3. Short press the button (< 1s) within 5s after release.

2.10.2 Software reset

Result

Factory reset the device with
all user data cleared

1. Login to VantronOS through any of the methods set out in 2.3 depending on the

connection of the host computer;

2. Navigate to System > Backup/Flash Firmware > Backup/Restore in VantronOS;

Fimmware Update  BackupRestore  Configuration

= Status >
Backup
Click "Generate archive” to download a tar archive of the current configuration files.
(o) Memeliemmemes D
S w
&h Network > | Restore
Te rastors configuration files, you ean upload 2 previously zenersted backup arehive hers To rzset the firmuware to its initia] state, click “Perform raset” (anly possible with squashfs imazes).
L services > Reset to defaults:
- Restore backup: i
Security > & Choose File | No file chosen Upload archive. .

¥ Advanced Features %

L’ Users Manage b

L System
Lo Administration

3. Click the Perform reset button in red;

4. Customized settings will be restored to default.

(@ Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first

You can find more in 3.8.5 about backing up the current configurations before device

reset in VantronOS.
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CHAPTER 3 DEVICE SETUP IN VANTRONOS
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3.1

Introduction to VantronOS

VantronOS is an intelligent operating system developed by Vantron team, facilitating the
configuration and management of Vantron loT communication devices. It is built upon the
Linux system and optimized for embedded hardware. The operating system follows a
modular design and plug-in expansion approach, utilizing the Linux kernel with a built-in
firewall to ensure secure internet connectivity for the devices, protecting them from
potential attacks.

VantronOS incorporates a user-friendly Ul interface based on the MVC framework,
providing a simple and efficient setting entry for users. Additionally, it offers seamless
interfacing with various cloud management platforms, including the self-developed
BlueSphere GWM, as well as popular platforms like Azure, Alibaba Cloud, Huawei Cloud,
and RootCloud. This enables users to remotely monitor, operate, and diagnose devices
without the need for on-site technical support engineers. VantronOS facilitates the
interconnection and interaction between users and the Industrial Internet of Things,
enhancing the overall efficiency and convenience of device management.

In the following sections, key features of VantronOS are described. Unless otherwise stated,
Wi-Fi in this manual refers to 2.4GHz Wi-Fi, and HaLow refers to Wi-Fi HaLow.
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3.2 Status

This page provides the overall information of HAP101, including stable operation duration,
number of devices connected to the device, default routing, hardware information, traffic
statistics, etc.

m SR
L overview Stable Operation:
_— 1h 28m 0s @
& Route Management > @
5 5
2 , ===
& Services > @ +omxma
v | 357584
1F Security >
Interface: @
= brwan
Advanced Features > -
(] Ll &
g e =] [
Default Route:
[ Users Manage > L 1921681922 @
& System > Traffic Distribution | Application Protocols
X Logout > Traffic / Host Connections / Host
“ “ Grosts
479.65 KB dowatoad
619.52 KB upicad
319 K connections
[Host T Mac| et ries / Packets)| Tpload (Bytes | Packet)|
[ T 1scomuwxs‘ 26 IR4KB 0 353.02K8] :w‘
I 40D63CO01BF8 197K 6900KR anzel 15434 KB[ 105KP

Description of the numbered areas

1. Firmware version and auto refresh on/off button (click the on/off button enable/disable
auto refresh)

2. Stable running duration of the device after establishing a network connection

3. Current working status of the Ethernet WAN port

4. A collection of the network diagnostic tools (refer to 3.4.4 for details)

5. The product name, model, serial number, and management address of the device
6. System log information

7. Kernel log information

8. Number of clients connected to the device via 2.4GHz Wi-Fi

> You will access the Wi-Fi settings upon a click of the number.
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9. Address information of clients connected to the device via Ethernet

10. Current network connection information of the device

11. Default route (gateway) currently used by the device

12. Traffic distribution of clients connected to the device displayed by MAC addresses

b Clicking on each MAC address in the table at the bottom page will get the detailed traffic

information of the clients.

13. Traffic of application layer protocols

3.3 Route Management

3.3.1 Automatic network routing

Automatic routing might be beneficial when HAP101 is running in the 2.4GHz Wi-Fi station
mode or Wi-Fi HaLow station mode. It ensures that the device maintains Internet access
when multiple links are available. It features automatic link detection, automatic route

switching, and recovery.

The default link detection and data forwarding are prioritized based on the following rule:
Ethernet > 2.4GHz Wi-Fi (STA) > Wi-Fi HaLow (STA) > others. The smaller the metric, the

higher the priority.

The following screenshot demonstrates the network priority of the device when it has

Ethernet, Wi-Fi HaLow, and 2.4GHz Wi-Fi connections.

Tracking Status

£ Route Management v | IULGEAUCAS L]
& ting L [eabed @

£ Stams >

Detection Destination
Muliple IP Separated by spaces

v/ [dns.google.com 223555 114.114.114.1144.2.2.2 180.76.76.76.

L.~ Static Routing Interface @ @ Status Enable  Ping WIR Interval  Times Timeout  Metric
Gateway
wan(ervan) £TH etemer 0 D | B
& Network >
wwan0(wi0) Wi-Fi STA wift [0 ][10 |0 [5
O Services 5 | [swentcizn0) Halow STA i Standby O O ER— CO—
Security > || Track Interface log @
<2024-12-16 11:07:52> n0 dev w10 gu 172.20.10.1
= <2024-12-16 11:07:52> 172.15.1.1
Y AdvancedFeatures > || <2024-12-16 11:07:53> 92.165.19.222
<2024-12-16 11:07:53> 30 o n w 172.20.10.1

<2024-12-16 11:07:53> o 172.18.1.1

<2024-12-16 11:07:53>

[ Users Manage > | <202a-12-26 11:07:58>
<2024-12-16 11:07:54>

<2024-12-16 11:07:58>

<2024-12-16 11:07:55>

172.15.1.1

120.10.1
v br-wan g 192.168.19.222
A .168.19.222

€ System >

<2024-12-16 11:09:43>
X Logout > | <2024-12-16 11:09:53>
<2024-12-16 11:09:53>
<2024-12-16 11:09:53>
<2024-12-16 11:10:03> 3.
<2024-12-16 11:10:03> 31 ping wlano -> 172.18.1.1 succ
<2024-12-16 11:10:03> 31 ping ulo -> 172.20.10.1 succe
<2024-12-16 11:10:13> 72.20.10.1 success.
<2024-12-16 11:10:13> 172.18.1.
<2024-12-16 11:10:13> 31 ping br-wan -> 192.168.19.222 success.

| [dns.google.com 223555 114.114.114.1144.2.2.2 180.76.76.76

] [dns.google.com 2235.5.5 114.114.114.114 4.2.2.2 180.76.76.76
»
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3.3.2

Description of the numbered areas
1. The status of the current connection

2. Enable/Disable link detection for the device (once disabled, there will be no tracking
information)

3. Current network interfaces

4. Type of the network interfaces that the device is connected to

5. The status of the current network interfaces

6. Enable/Disable the specific interface (once disabled, this interface will be offline)
7. Select to ping the gateway of the interface or not

8. Settings for tracking the interface (The smaller the metric, the higher the priority)

9. The tacking log of the interfaces

Static routing

The static routing feature allows you to specify interface rules for route access.
Example:

Requirement: When the device has both 2.4GHz Wi-Fi (station) and Ethernet WAN
connections, the internal network (192.168.0.0 - 192.168.255.254) is accessed via the WAN
port by the internal server. Other data access is realized via the 2.4GHz Wi-Fi interface.

Static routing:

Click the Add button on the page to set up a new static route and configure the route.

Routes

Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes

Interface— Target IPy4-Netmask IPy4-Gateway Metric MTU Route type
. Host-JP or Network if tarset is 2 network @

[wan  w|[192.16000116

Description of the numbered areas

[192 168.9.222 [0 [1500 [ unicast ~| | Delete

1. Select an interface to configure the route

2. Input the host IP address of the destination

3. Input the subnet mask of the destination (255.255.255.255 by default)
4. Input the IPv4 gateway address as the exit interface/next hop

5. Set the gateway metric (The smaller the number, the higher the priority)
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6. Setthe MTU

7. Select a route type (refer to the details next page)

i> Be sure to save the settings before you exit the page.

Description of the route type:

Type

Unicast

Local

Broadcast

Multicast

Unreachable

Prohibit

Blackhole

Anycast

Description

The route entry describes real paths to the destinations covered by
the route prefix.

The destinations are assigned to this host. The packets are looped
back and delivered locally.

The destinations are broadcast addresses. The packets are sent as link
broadcasts.

IP datagrams are sent to a group of interested receivers in a single
transmission. It is not present in normal routing tables.

The destinations are unreachable. Packets are discarded and the ICMP
message of host unreachable is generated. The local senders will
receive an EHOSTUNREACH error.

The destinations are unreachable. Packets are discarded and the ICMP
message of communication administratively prohibited is generated.
The local senders will receive an EACCES error.

The destinations are unreachable. Packets are discarded silently. The
local senders will receive an EINVAL error.

The destinations are any cast addresses assigned to this host. They are
mainly equivalent to local with one difference that such addresses are
invalid when used as the source address of any packet.
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3.4 Network

Users can change the settings related to the available network interfaces in the Network
page.

3.4.1 Interfaces

All the network interfaces currently available and configurable are displayed under
Network > Interfaces.

Interfaces

Interface Overview @

®

HALOWRELAY Uptime: 1 8m 345 Delete

MAC-Address: 40.D63C:01BF:82
RX: 10.14 MB (51122 Pits)
Bee) TX: 5.4 MB (17836 Pkts.)
Rala haloals”

1:000Bs

(p)-omss

LAN Delete

== P
a5 Tomss

Delete

@) TX: 486 MB (1

Pits) :094KBls
[ TPv: 192.168.19.16724

L 691KBls
Delete

1:000B/s
1:000B/s

¥ Advanced Features >

WWANL Delete

B0 0 B

B Users Manage > 10008/

1:000Bs

-
Connastto "DGL-ARI0LEDAS

€ System >
15¢7ex - [Q)

The numbered areas are detailed as follows:
1. Interface overview

e Halow relay: This interface appears when the Wi-Fi Halow station interface is
bridged

e  LAN: virtual LAN port for 2.4GHz Wi-Fi AP/HaLow AP/VLAN gateway (default address:
172.8.2.1 and changes to 172.18.3.1 when the HaLow mode switches to Station)

e WAN: default Ethernet port
e  WWANO: 2.4GHz Wi-Fi client interface
e WWAN1: Wi-Fi HaLow station interface
2. Interface traffic and address details
3. Manually restart the interface
4. Edit the interface settings
5. Delete the interface
6. Instantaneous traffic of the interface

7. Add a new interface

=

- The interfaces may differ from what is shown above depending on the Internet
connection of the device.
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3.4.1.1 LAN

The LAN port is a virtual interface for 2.4GHz Wi-Fi AP/HaLow AP/VLAN gateway. Its default
IP addressis 172.8.2.1, which changes to 172.18.3.1 when HaLow mode switches to Station.
You can modify the interface information as needed.

e Common Configurations

Clicking on the Edit button behind the LAN port allows you to access the configurations of
the port, and General Setup is displayed by default.

Interfaces - LAN
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can
alzo use VL AN notation INTERFACE . VLANNR (g.2.- eth. 1)

Common Configuration

General Setup ~ Advanced Settings  Physical Settings

Status 132 Device: br-lm
Uptime: 0h 0m 34z
MAC: 40:d6:3c:01-bf:82
RX: 0B (0 Pltz))
TX: 0B (0 Plas)
TPv4: 172.182.1

1Pv4 address

Protocel @ | statc adaress v

|172.13.2_1

1Pv4 netmask @ | 255 255 255 0 b

Description of the numbered areas

1. Status of the interface

2. Theinterface protocol is set to static as default to avoid IP conflict
3. The static IP address of the port (you can modify as needed)

4. The LAN port subnet mask

In the Advanced Settings next to the general setup:

= Interfaces - LAN
= Status >
On this page you can configwe the nefrwork inesfaces. You can bride several interfaces by ficking the "bride interfaces” field and ente the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE.VLANNR (g, ethd. 1)
O Quick Start > | commen Configuration
General Setup | Advanced Settings  Physical Settngs
b Virtual Tunnel >
Override MAC address 18:98:A516:14:13 @

Use gateway metric 0 @

Description of the numbered areas
1. MAC address cloning
2. Setthe MTU (keep the default setting)

3. Set a gateway metric (keep the default setting)
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There is a Physical Settings tab next to Advanced settings, allowing you to configure the LAN
port for network bridge.

Interfaces - LAN

INTERFACE.VLANNR (g,; etha. 1)
Common Configuration

General Setp | Advanced Settings  Physieal Settings

Bridge interfaces @

(@ creates 2 bridge over specified interface(s)

Enable STP @ \:\

(@) Enables the Spanning Tree Protocol on this bridge

Interface [ = Ethemet Adapter: "erspan0”

[ 42! Ethemet Adagter: "eth0” (was)

@ . 5 Software VLAN: "eth0 10" (lan)

7! Ethemet Adapter: "tun0” (vpn)

#%_Wireless Network: Master "MM6108-AP-4131" (lan)

# Wireless Network: Master "MM6108-AP-" (lan)

[ == Costom Interface

Description of the numbered areas

1. Enable/Disable the interface for network bridge

N

Enable/Disable STP protocol

w

Select the interfaces for bridge connection

i Once bridged, the interfaces will be on the same network segment, sharing the same IP.

Be sure to save the settings before you exit the page.

e General DHCP server

The DHCP service dynamically allocates IP addresses to devices connected to HAP101 via the
LAN port (2.4GHz Wi-Fi AP/HaLow AP/VLAN gateway). If either 2.4GHz Wi-Fi AP or HaLow AP
is bridged to the Ethernet WAN port, the DHCP service on the corresponding interface will be
disabled. In this case, IP addresses will be assigned by the DHCP server for the WAN port.

In the General Setup page of DHCP Server, DHCP could be set up with more details:

DHCP Server
General Setup ~ Advanced Settings

Ignore interface |_‘

(@ Disable DHCP for this interface

Start @ | 2
Q Lowest leased address as offset from the network address
g [253

(@) Maximum number of leased addresses.

i @ | 12h

(@ Expiry time of leated addresses, minimum is 2 minutes (2m)

Description of the numbered areas

1. Disable/Enable the DHCP service

> If disabled, the DHCP service will not be available to the client devices connected to the
LAN port of HAP101.
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2. Start number of the leased addresses when the DHCP service is enabled
3. Maximum number of the leased addresses
4. Expiry time of the leased addresses (min. 2m)

Advanced Settings of DHCP Server:

DHCP Server

General Semp  Advanced Setting:

Dynamic DHCP @
() Dynamically allocate DHCP addresses for clients. If dissbled, only clients having static leases will be srved.
ore @ O
i) Forca DHCP on thiz network even if another server is detacted.
Py4Nemazk @ |
(@) Override the netmack sent to clients. NMormally it is calculated from the subnet that is served.
DECP-Optons @ | -

i Define additional DHCP options, for example "6,192.168.2.1,192, 168, 2. 2" which advertizes different DNS
servers to clients.

Description of the numbered areas

1. Enable/Disable allocation of DHCP addresses for client devices
2. Force enablement of DHCP service (to bypass other servers)

3. Override the netmask sent to clients

b Normally it is based on the subnet that is served.

4. Add different DNS servers for client devices

Be sure to save the settings before you exit the page. Clicking on Back or Refresh will get
you back to the general information of the network interface.

3.4.1.2 WAN

e General settings

Clicking on the Edit button behind the WAN port will allow you to access the configurations
of the WAN port, and General Setup is displayed by default.

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several intecfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also nse VLAN aotation

INTERFACE.VLANNR (g,g,: eth8.1)
Common Configuration
General Setup | Advanced Seftings  Physical Seftings  Firewall Settings

Statos 1 Device: eth0
Uptime: Oh 37m 59s
MAC: 18:9b:a3:16:d2:69
RXC: 13.18 MB (66502 Phts.)
TX: 11.85 MB (20020 Pkts )
TPv4: 192168.19.128

Protocol @ [ orcP etient v
Hostname to send when requesting DHCP @ |‘u‘£'v('nn 0S-D869
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Description of the numbered areas

1.

2.

3.

Status of the WAN port

Current WAN protocol (‘DHCP client’ indicates that the port obtains an IP from the DHCP
server after establishing an Ethernet connection.)

Default hostname of the device when requesting DHCP

e Advanced settings

Interfaces - WAN

On this page you can configure the networic interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several netwerk interfaces separated by spaces. You can also use VL AN notation INTERFACE . VLANNR (g, thd. 1).

Common Configuration

General Setup | Advanced Settings  Physical Settings  Firewll Settings

Bring up on boot @
Foree link @ ]
@ Setinterface properties regardless of the link carrer (If set, carrier semse events do not invoke kotplug handlers).
Use default gateway @
@ Ifunchecked. oo default route s configured
Use DNS servers advertised by peer @
© Hfunchecked, the advertised DN server addresses are ignored
Use gateway metric ® [0
Override MAC address ® [18oB A5 151414
Override MTU @ [1500

T £

Description of the numbered areas

1.

2.

=/
\w4

Check the box to bring up the port upon device boot

Force link (once the box is checked, hotplug handlers will not be invoked after a link
change)

Enable/Disable Use default gateway

Enable/Disable Use DNS server advertised by peer

If this option is disabled, you will need to define a DNS server.
Set a gateway metric

MAC address cloning

Set the MTU

Be sure to save the settings before you exit the page.
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There is a Physical Settings tab next to Advanced settings, allowing you to configure the
WAN port for network bridge.

Interfaces - WAN

On this page you can configure the nctwork interfaces. You can bridge several interfaces by ticking the "bridge interfaces” ficld and enter the names of several network interfaces separated by spaces. You can also use YL AN aotation

INTERFACE. VLANNR (g,g,: €the.1)
Common Configuration

General Setup  Advanced Settings | Physical Settings ~Firewall Settings

Bridge interfaces @

{@ creates 2 bridge over specified interface(s)

Enatle §TP @

(@) Enables the Spanning Tree Protocol on this bridge

Interface [] ;¢ Ettemet Adapter: "erspan0”

4 Ethemet Adapter: "eth0” (wan)
\ |,}’ Software VLAN: "eth0. 10" (an)
@ | 42 Etsermet Adapter: "ton0” (upe)
| #9 Wireless Networl: Master "MM6108-AP-4131" (lan)
_| 5 Wireless Network: Master "MM6108-AP-" (lan)

| = Custom Taterface

Description of the numbered areas

1. Enable/Disable the interface for network bridge
2. Enable/Disable STP protocol

3. Select the interfaces for bridge connection

i~ Besure to save the settings before you exit the page.

There is a Firewall Settings tab next to the Physical settings tab, allowing you to create or
designate a firewall zone.

Interfaces - WAN

On this page vou can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can

alzo use VL AN notation INTERFACE . VLANNR (g2 - etha. 1)
Commen Configuration
General Setup | Advanced Settings  Physical Settings | | Firewall Settings

Create / Assign firewall-zone

N I 1 s
{ ) an: lan: 77
\_/ i

P — =
‘\,,‘ wan: | wan: ;* 3 | wwanl: @

E/ ) \] urspecified -or- create:

(@) Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the
associated zome or fill out the creare field to define a new zone and attach the interface to it.

When ‘unspecify or create’ is selected, you can remove the interface from the associated
firewall zone or create a new zone.

Refer to 2.6.1 and 2.6.2 to change the Ethernet port of the device to a LAN port or revert it to
a WAN port depending on your needs.
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3.4.2 Wireless (WIFI)

You can switch the device between AP and client modes for a 2.4GHz Wi-Fi connection.

3.4.2.1 Wi-Fi— AP Mode

WIFI Settings

EnableDizabled WIFI

WIFI Mode

Mode:
BSSID: @
Channel:
Signal:
Bitrate:
SSID
Network Authentication

Key

- Advanced Settings

Country Code
Hwmode
Chamel

Bridge Mode

(@

Associated Stations

Host @
DESKTOP-DHT6NEN

AP
40.D6:3C:01BF-61
1(2412 GHz)

47 dBm

115.6 Mbit's

Enable

0
@AF

S8ID:

Network Authentication:

Tx-Power:
Noise:
Country:

DGL-AH-101-BFs1
psk-mixed

20 dBm
0dBm
00

@ ‘DGL-AH-1DW-BF81

‘ WPAMWPA2

@ ‘ 00-World

Ol

®L

: (@) Bridge 2.4G Wi-Fi to the WAN

Mac
34:75:95:06:ea'be

Description of the numbered areas

1. Enable/Disable the Wi-Fi module

2. Select a Wi-Fi mode (AP mode by default)

L]

1P
172.182.139

Signal
47

3. If you have switched the Wi-Fi mode in the prior step, click Save to apply the change

4. Wi-Fi AP information

5. Wi-Fi AP SSID

6. Authentication method for the connection

7. Wi-Fi password (no less than 8 characters)

8. Country code (00 applies to all regions)

- Clicking the refresh icon will display/hide the password

9. Wi-Fifrequency band (determined by the hardware)

i> Make sure the name does not contain special characters including S, °, \.
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10. You can select a signal channel from the drop-down list

11. Toggle the button to bridge the 2.4GHz Wi-Fi with the Ethernet interface (After
bridging, clients connected to HAP101 via 2.4GHz Wi-Fi will receive a valid IP from the
DHCP server when the Ethernet port of HAP101 is connected to the server.)

12. If you have modified the Wi-Fi settings, make sure to click Apply to allow the changes
to take effect

13. List of client devices currently connected to the 2.4GHz Wi-Fi of the device
3.4.2.2 Wi-Fi - Client Mode

When HAP101 is set as a 2.4GHz Wi-Fi client, you can further configure the device here and
connect it to an AP.

> A wwanO port will be added (shown in the Interface page) when the Wi-Fi client mode
is enabled.

After setting an HAP101 to the Wi-Fi client mode, please make sure the host computer and
HAP101 are connected to the same network if you need to log in to VantronOS for the

device.
WIFI Settings
EnableDizabled WIFI @ Enable
M
WIFI Mode @ Client
@ | Save M
Mode: STA SSID: DGL-AH.101.BDB3 MM

= VI-SF-PM2 &

* DGL-AH-101-BDB3 @ (5) a Advanced Settings
Key: -] | Connect

= VISF-PM a

= VT-3F-PM-Guest &

= vt-6fvpn -

= VI-5F-HW &

= vantron_test§ &

= WG_24G a

= vantron_testd -

= vanfron_test3 [

* Vantron-B39634 a

“ vanfon test 33 & h

Follow the steps below to connect the device to a Wi-Fi AP:
1. Enable the Wi-Fi module;

2. Select the Wi-Fi Client mode from the drop-down list;
3. Click the Save button to apply the change;
4. Click the target access point and input the password of the access point

5. Click the Connect button to join the network
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6. Click the Scan wifi button to refresh the Wi-Fi list if the target SSID is not identified

When the device is successfully connected to a Wi-Fi AP, the network information will be
displayed above the SSID list. You can further configure the device MAC and IP protocol by
clicking the Advanced Settings option after the SSID.

Mode: STA SS8ID: DGL-AH-101-BDB3
BSSID: 40:D6:3C:01:BD:B3 Network Authentication: pak-mixed
Channel: 1(2.412 GHz) Tx-Power: 20 dBm
Signal: -64 dBm Noise: 0 dBm
Bitrate: 32 Mbit's Country: 00
Connected: (h 2m 263 IPaddr: 172.18.2.191
= VT.5F-PM2 a
= DGL-AH-101-BDE3 a Advanced Settings
= VI.5F-PM =
+ VT-5F-PM-Guest =
= vantron_test8 &
= vt-6f-vpn -
= vantron_testd -
= VI.5F-HW =

3.4.3 Wi-Fi HaLow

Refer to 2.5 for the Wi-Fi HaLow settings for HaLow AP, Station, and Mesh modes.

After setting an HAP101 to the HaLow client mode, the LAN IP of the device will change to
172.18.3.1. Please make sure the host computer and HAP101 are connected to the same
network and use the updated IP address for VantronOS login when needed.

3.4.4 Diagnostics
Tools available in Diagnostics are explained below:

Tool Description

To test the connectivity and measure the round-trip response time

Pin
'ng between HAP 101 and external IP addresses on the internet.

To trace the path that network traffic takes to reach a destination,
Traceroute showing the number of hops and the response time of each hop
along the way.

To query the Domain Name System (DNS) to obtain information
Nslookup about domain names, IP addresses, and DNS records associated with
a domain.

3.4.5 Network capture

The Network capture feature provides a flexible way to follow up and verify network issues.
You can use wireshark to open and check the packets captured.
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Start network capture

Interface @ seconds, packets @ Filter @ Actions @

‘ any hd |3U | seconds v | |filter Start capture

Description of the numbered areas
1. Theinterface from which the packets are captured (all interfaces are selected by default)

2. The measurement by which the data packets are captured (by seconds or by packet
counts as explained below)

3. The filter for capturing the designated packets (more details are available at
https://www.tcpdump.org/manpages/pcap-filter.7.html for advanced filtering)

4. Start the data capturing

Packets capturing by seconds and by packet counts:
Measurement Description

To specify a time duration for data capturing.

For instance, you can input ‘10/20/30..." for the data capturing, which

indicates that the capture will stop in 10/20/30 seconds.
Seconds

The system supports up to 500,000 packets for the time-based data

capturing. The capture stops after reaching this limit, even if it has not
reached the preset time duration.

To specify the count of packets for data capturing.

For instance, you can input ‘100/200/500..." for the data capturing,
which indicates that the capture will stop when 100/200/500 packets
Packets have been captured.

The system supports up to 10 minutes (600 seconds) for the packet-
based data capturing. The capture stops after reaching this limit, even
if it has not reached the preset packet counts.
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In the following scenario, the capture targets at all interfaces for the http packets from ‘tcp
port 80’ for 30 seconds.

Start network capture

Interface seconds, packets Filter Actions
any w30 seconds v | | tcp port 80 Start capture
Tue Aug 22 81:58:85 UTC 2823 --- vishark start to capture...
Tue Aug 22 ©1:58:05 UTC 2023 --- ifname: any
Tue Aug 22 ©1:58:85 UTC 2823 --- timeout : 30 seconds
Tue Aug 22 81:58:85 UTC 2823 --- packages : 5000088
Tue Aug 22 ©1:50:05 UTC 2823 --- filter : tcp port 80

tcpdump: listening on any, link-type LINUX_SLL (Linux cooked vl), capture size 262144 bytes
521 packets captured

539 packets received by filter

@ packets dropped by kernel

Tue Aug 22 ©81:58:35 UTC 2823 --- vishark capture finished

Result

=

Clicking the link will download the result to the local directory and you can open it with
wireshark.

B2 "

LI o)
e Time source Destination Protocol Length Infe =
10.000000 192.168.9.17 192.168.9.214 e 66 O ~ 56048 [ACK] Seq=1 Ack=1 WIN=796 Len<d TSval=251947394 TSecr=2559533736
2 9.000414 192.168.9.214 192.468.9.17 e 68 [TCP ACKed unseen segnent] 56948 — 80 [ACK] Seq=1 Ack=2 Win=501 Len=0 TSval-2559534737 TSecr=151946393 —_

So.41918  192.168.8.17 182.168.9.214 =3 137 BO - 56348 [PSH, ACK] Seq=2 Ack=443 Win=796 Len-03 TSval-251847813 TSecr-2559534993 [TCR segmant of a reasssabled POU]
76.420058  102.108.9.17 482.188.9.214 3 599 80 - 56048 [PSH, ACK] Seq=71 Ack=448 Win-730 Len-531 TSval-751947814 T5ecr=2538535457 [TCP segnent of a reasseabled POU]

80420840 192.160.9.218 192.168.9.17 o 66 5694 ~ B [ACK] Seq=448 ACK=602 WAN=S01 Lan=g TSval=2569535158 TSecr=251947814 —
Do.az352 192,168,917 102.168.0.214 WTTB/). 73 HTTB/1.1 209 OK , Javascript Object Wetation (applisation/json)

100425652  192.160.9.218 102.168.9.27 e 68 56948 - BO [ACK] SeQ=448 ACK=607 WiN=S01 Len=d TSVal=2S59SIS162 TSecr=251947819 —
1 1azsee 1s2asmear 192.108.9.210 o 58 [TCP Keep-AlLve] 80 - 56948 [ACK] Seq606 Ack=448 WiN=795 Len=0 TSval=25194B820 TSecr=2559535162

1214262 192.169.9.218 102,168,927 e 63 [TCP Keep-Alive ACK] 56928 80 [ACK] Seq=448 Ack=S =
132420003 192.168.9.27 192.168.9.214 e 68 [TCP Koep-ALLve] 89 - 56348 [ACK] Seq=506 Ack=448 Win

142420955  192.108.9.212 102.168.0.17 T 68 [TCP Keep-Alive ACK] 56038 - 89 [ACK] Seq=448 Ack=867 Win —
153257115 192.168.9.218 102.168.9.17 TP 515 GeT _check_seatus?_=0 TP/

16 3.257321 102.168.9.7 102.168.9.214 e 68 BO - 56048 [ACK] Seq=507 Ack=805 Win=796 Len-0 TSval=251050651 TSecr=2550537004 1
173423645 192.168.9.37 192.168.9.214 e 137 BO - 56348 [PSH, ACK] Seq=607 ACK=BS Win=796 Len=69 TSval-251950817 TSecr=25SS537994 [TCP seguent of o reassembled PDU]

: 515 bytes on wire (4128 bits), 515 bytes captured (4120 bits)

re vi

Version 4, Src: 102,168.9.214, 192,168

o1 Brotocol, Sre Port: 56848, Dst Port: B0, Seq: 1, Ack: 2, Len: 447
» Hypertext Transfer Protocol

61 3
5

© 7 wsharkresutt peap Prafile: Diefauit
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3.5 Services — DHCP Server

The DHCP service dynamically allocates IP addresses to devices connected to HAP101 via
the LAN port (2.4GHz Wi-Fi AP/HaLow AP/VLAN gateway). If either 2.4GHz Wi-Fi AP or
Halow AP is bridged to the Ethernet WAN port, the DHCP service on the corresponding
interface will be disabled. In this case, IP addresses will be assigned by the DHCP server for
the WAN port.

The DHCP server settings are kept the same as those provided in the DHCP Server feature
for the LAN port. Modifying the parameters in either section will take effect to the port.
Refer to 3.4.1.1 for the general and advanced settings of the LAN port.

- DHCP Server
£ Status >
Status
£} Route Management 3
. Enable Disable
& Network > @ [ Enatie hd
@ Disable DHCP Server
= @
H Limit
- DHCP Server @ ‘ =
(@ Maximum number of leased addreszes.
Lease time(unit: minstes) @ ‘720
Security > @ Expiry time of leased addresses, minimum is 2 minutes (2).
DN Server ‘
- Define additional DHCP options, for example
% Advanced Features 2 © 192.16823,1021682.4
@ [Save)
B Users Manage >
A DHCP Static Leases
& System >
j ) Host MAC id Action
Add
X Logout >

Description of the numbered areas

1. Current virtual LAN port status of the device (default IP: 172.18.2.1)

2. Enable/Disable the DHCP service

3. Start number of the leased addresses when the DHCP service is enabled
4. Maximum number of the leased addresses

5. Expiry time of the leased addresses (min. 2m)

6. Address of the DNS server

7. Click Save to apply the settings if any of above parameters is changed
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3.6

The DHCP Static Leases feature allows you to allocate a static IP to a specific client device
connected to HAP101 using the MAC of the client device.

DHCP Static Leases

il Host MAC i
1

E

[5475.95.06.eabc |v %[ 172182139 [v 2]

k|

e (7)

Description of the numbered areas
1. Click the Add button to configure the target client device
2. Select the MAC of the target device from the drop-down list

3. Input a static address for the target device and make sure it is on the same network as
the LAN port DHCP server

4. Click Bind to allow the settings to take effect

Security — ACL

By setting an access control list (ACL) rule, you can enable/disable the forwarding of the
specified addresses.

Whitelist policy: All addresses but those added to the ACL have the access

Blacklist policy: All addresses but those released to the ACL are blocked

- ACL Rules
= Status >
Default Poticy @ ol
£ Route Management > Control Device To WAN @) [Deatie
Control LAN To Device @ T
& Network >
@ [ Saw
£ Services > ACL Type
[ WaN - Blackiist - Source P v @
1} Sl!EIlril_Y o Address @
i ACL
[ Add_| @

Follow the steps below to create an ACL rule:
1. Select a whitelist or blacklist policy;

2. Control the access of HAP101 in a WAN network (“disable” indicates that the newly
created rule will not be applied);

3. Control the access of HAP101 in a LAN network (“disable” indicates that the newly
created rule will not be applied);

4. If you have made changes, make sure to save them;
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5. Select an ACL type;

> If you have selected the whitelist policy, you need to configure the blacklist IP.
Otherwise, the rule will not take effect. “Source IP” refers to the IP from which the access
requirement is initiated towards HAP101 and “Destination IP” refers to the IP to which
the access requirement is initiated from HAP101.

6. Enter the addresses that match the rule;
7. Click Add to create the rule;

8. Repeat above steps to add more rules.

3.6.1 Whitelist ACL rule

Example Scenario:

e Devices: An HAP101 and another device are connected to the same router, which acts
as the DHCP server.

e |P Addresses:
e HAP101:192.168.19.167
e Adevice in the same WAN network: 192.168.19.225
Requirement: Block HAP101 from accessing an IP in the same WAN network.

Network status before IP blocking:

— ACL Rules
= Status
Defanlt Policy @ Whitelist >
L Roure Management ¥ Control Device To WAN @ Enable v
Control LAN To Device Disable e
& Network > @ S

1. Select the Whitelist policy;
2. Enable the “to WAN” rule;

3. Save the changes and check the result in Network > Diagnostics > Ping.

Diagnostics

Network Utilities

£} Route Management >

64 bytes from 192.168.19.235: seq=6 ttl=12 time=0.848 ms
! 64 bytes from 192.168.19.225: seq-1 ttl=128 time=0.591 ms
- Diagnostics 64 bytes from 192.168.19.225: seq=2 ttl=128 time=0.548 ms

— 64 bytes from 192.168.19.225: seq=3 ttl=128 time=0.525 ms
64 bytes from 192.168.19.225: seq=4 ttl=128 time=0.572 ms

e ‘ 192.168.19.225 ‘mvw google.com ‘www google.com
— - - -
-+ Hal ow WIFT PING 192.168.19.225 (192.168.19.225): 56 data bytes

- Network Capture

—-- 192.165.19.225 ping statistics ---
5 packets transmitted, 5 packets received, % packet loss
round-trip minfove/mox = 8.525/8.615/8.848 ms
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Rule setting:

— ACL Rules
= Statug >
Default Palicy Whitelist ~
Q‘ Route Management > Control Device To WAN Enable v
Control LAN To Device Disable i
i Network >
L Services > || AcLType

[ WAN - Blackiist - Destination IP - @

[192 168.19.225
L ACL

&) (3)

1. Select a blacklist control rule for the destination IP;
2. Specify the IP that the device is not allowed to access;

3. Click Add to create the rule;

ACL Rules
Default Policy Whitelist ~
Control Device To WAN Enable i
Control LAN To Device Disable hd

ACL Type

WAN Blacklist Destination IP
| WAN - Blacklist - Destination IP -

| —
D Address Action
st 1 192.168.19.225 Remove

Add

Once the rule is created, you can delete it when it is not needed.

4. Navigate to Network > Diagnostics > Ping and Ping the destination IP.

Diagnostics
£ status > =

Network Utilities

£ Route Management >

L e ‘ 192.168.19.225 ‘www google.com ‘www google.com

— - - -

be-r HaLow WIFT PING 192.168.19.225 (192.168.19.225): 56 data bytes
H ping: sendto: Operation not permitted

isgnostics

L. Network Captuse
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3.6.2 Blacklist ACL rule

Example Scenario:

e Devices: An HAP101 and multiple other devices are connected to the same router,

which acts as the DHCP server.

e IP Addresses:

e HAP101:192.168.19.167

e A device in the same WAN network: 192.168.19.225

Requirement: Only allow HAP101 to access a specified IP in the same WAN network.

Network status before IP release:

2 e ACL Rules
Default Policy
D‘ Route Management > Centrol Device To WAN
Control LAN To Device
i Network >

4. Select the Blacklist policy;

5. Enable the “to WAN” rule;

Blacklist

@
@ Enable

Disable

@ s

6. Save the changes and check the result in Network > Diagnostics > Ping.

Diagnostics
g Status > 8

Network Utilities

L} Routs Management >

e P ‘ 192.168.19.225

b Wireless(WIFT) -

;l--- Hal ow WIFI PING 192.168.19.225 (192.168.19.225): 56 data bytes
i ping: sendto: Operation not permitted

‘www google.com

‘www google.com
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Rule setting:

£ Stats >

€ Route Management >

- ACL

N

w

ACL Rules

Default Policy

ACL Rules

Default Policy
Control Device To WAN

Control LAN To Device

ACL Type

Blacklist v
Enable v
Disable &

‘ WAN - Whitelist - Destination |P

Address

~ O

[152168.19 225

=) ()

@

Select a whitelist control rule for the source IP;
Specify the IP that the device is allowed to access;

Click Add to create the rule;

Blacklist v
Control Device To WAN Enable -
Control LAN To Device Disable -
ACLT o "
o WAN Whitelist Destination IP
[| wAN - Whitsfst - Destination 1P v
) Address Action
LB 1 192.163.19.225 Remove
Add

Once the rule is created, you can delete it when it is not needed.

4. Navigate to Network > Diagnostics > Ping and Ping the destination IP.

£ Status

L Route Management

i--- Interfaces

- Wireless(WIFT)

Diagnostics

Network Utilities

>

[192 168 19.225

‘www google.com

‘wwwgocgla com

- HaLow WIFL

PING 192.168.10.225 (192.168.19.225): 56 data bytes

64 bytes from 192.168.19.225:

64 bytes from 192,168.19,225

64 bytes from 192.168.19.225:
64 bytes from 192.165.19.225:
64 bytes from 192.168.19.225:

i
seq=4 tt1=128 time=0.524 ms

-~ 192.168.19.225 ping statisties -
5 packets transmitted, 5 packets received, 8% packet loss
round-trip minfavg/max = ©.564/0.692/0.870 ms
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3.7 Advanced Features

3.7.1 IPK Installer

With IPK Installer, users can upload and install self-compiled IPK packages on the device, or
download packages from the device to the local directory.

Upload
-
= Status > P
architecture: mipsel 24k
Uplozd file to mnt USER_SPACE ipk uplaad
Route Management > @
< 2 Choose local file: Ghoose File | No file chosen Upload @
& Network >
Download
£ Services > .
Downlozd ipk file in /mnt USER_SPACE ipkupload/, default download a1l ipk file
Dornlosd file I Download @

Security >

File name. Modify time Attributes Size Remove Install Stat

ple_protocol_vantronos-3.5.2.0.ipk 20241217 06:57:25 PR 19MB Remove Install Uinstall

®

Description of the numbered areas
1. Select an .ipk file from the local directory

2. Click Upload to upload the file to the device (default path: /mnt/USER_SPACE/ipk/
upload/)

3. You can delete or install the file after the .ipk file is uploaded

4. You can alsoinput a file path (in /mnt/USER_SPACE/ipk/upload/) to download a specific
file to the local directory
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3.8 BlueSphere

HAP101 can be remotely managed through BlueSphere GWM, a cloud-based management
portal that empowers organizations to effortlessly provision, monitor, and manage Vantron

loT communication devices.

By entering the customer ID copied from BlueSphere GWM, you can enroll HAP101 into
BlueSphere GWM for remote control and view the device communication log directly in

VantronOS. Follow the steps below to enroll the device.

1. Loginto BlueSphere GWM at https://gatewaymanager.bluesphere.cloud/#/login with

your authorized account and corresponding password;

2. Click the user account in the top right corner and select the User Profile option after

the login;

Device Management © 15:000TCHs
A=
Device Groups All Devices
O Ungrouped (21) Device Name Modst + Devics Status = SN Lora Gatewiay 1D
108
o V202101003-001 aaaad2d63cb960el
o VIOT-GT-2A1100 [ onine | 5102-20241118-00002

00 VT-DGL-AH-101-GE... 5307-24100010-00012

o VT-M2M-R105 (0)

23 VI-M2M-GLR

3100006-12346

O ™ VT-M2M-R102 (0)
GLR-NA-RL VT-M2M-GLR 5302-23100006-12345  aasad0d63cb960ad

3. Locate the Customer ID and copy it for use in subsequent steps;

User Profile

I Basic Information

E-mail i
Alarm Overview Name jin [#
Alarm Routing Surname J @

sMs +1123456 e

Description - 4
MQTT Tracing

Language English &4
Data Widgets

Last Login Dec/18/2024 15:34:23

2 Provisioning

Customzr 10

I Account Security
Edge Computing

Password ﬁ Change Password
Software Management

LoraState  GroupName  Li 0p:
Ungroupsd  VTSYS-20
Ungroupsd  VTSYS-20

VTSYS-20
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4, Connect HAP101 to internet;

5. Refer to 2.3 for VantronOS login to HAP101 and navigate to Advanced Features >
BlueSphere;

- BlueSphere Configration
= Status >
Connecting to the Vantron's next. generation Internet of Things gateway management system (BlusSphere). It provides flexible and practical topology management, comprehensive network status monitoring, powerful
alarm management, diversified report generation, and strict and flexible security management functions.

0 Route Management > @
M

Enable Configration Enabled

s e

Download Log @

{0} e > 24-12-18 ©8:56:47 |INFO| 19296 mqtt_client.c:132
24-12-18 @8 DEBUG] 19188 broker.c:3@2: broker publish to client: /udmp/agent/ota/rpc/# - { "method”: "udmpState”, “params™: { "state”: true } }
o0s: DEEUG] 19216 ota_client.c:110: ota client arrived topic: /udmp/agent/ota/rpc/#

24-12-

DEBUG] 19296 mqtt
ERROR] 19296 mqtt_client.c:121:
ERROR] 19296 mqrt_client.c:122: async mgtt comnect lost callback, case: (null)
ERROR] 19296 mqtt_client.c:123:

DEBUG] 19158 broker.c:362: broker publish to client: fudmp/agent/ota/rpe/# - { "method”

client.c:41: ssync mgtt subscribe success callback: [5]
tueSphere

34-12- DEBUG] 18216 ota_client.c:111: ota client srrived payload: { "method”: "udmpStste”, "params”: { "state": true } }
Security > 24-12- INFO] 19216 ota_business.c:112: ota model method: udmpState
B 24-12- INFO] 19216 ota_business udmpState--------------=--= online
24-12- DEBUG] 19296 mqtt_client. async mqtt subscribe success callback: [1]
24-12- DEBUG] 19296 mqtt_client. async mqtt subscribe success callback: [2]
= - DEBUG] 19296 mqtt_client. i async mqtt subscribe success callback: [3)
- DEBUG] 18286 mqtt_client. async mqtt subscribe success callback: [5]
IPK installer DEBUG] 19296 mqtt_client. async mqtt subscribe success callback: [6]
DEBUG] 19296 mqtt_client. async mgtt subscribe success callback: [7]

L PLC Protocol Service

udmpState”, "parems™: { “state": false } }

1) Paste the customer ID;
2) Enable the configuration;
3) The device log will be automatically printed and you can click the link to download.

6. Wait for the UDMP Agent to download and install;

The UDMP Agent is the application that allows HAP101 to interface with BlueSphere
GWM.

7. When the UDMP agent is online, it indicates the device is enrolled to BlueSphere GWM
with success;

BlueSphere Configration

(1]

Status >
Connecting to the Vantron's next-generation Intemet of Things gateway manag ystem It provi and practical topology management, comprehensive network status monitoring, powe
alarm management, diversifid report generation, and strict and flexible secusity management functions.

Route Management >
Enable Configration Enabled ~

o]

. Customer ID £
&3 Network >
Download Log
L Services > 24-12-18 DEBUG] 19216 ota_client.c:111: ota client arrived payload: { "method”: "udmpState”, "params”: { "state”: false } }
24-12-18 INFO] 19216 ota business.c:112: ota model method: udmpstate
24-12-18 INFO] 19216 ota_business.c:28: udmpState- offline
24-12-18 INFO] 19296 mgtt_client.c:130
Security > 24-12-18 TNFO] 19296 mqtt_client.c:131: async mqtt reconmected success callback, case: automatic reconnect, start sub
24-12-18 INFO] 19296 matt_client.c:132:
24-12-18 DEBUG] 19188 broker.c:302: broker publish to client: /udmp/agent/ota/rpc/# - { "method”: "udmpState”, "params”: { "state": true } }
24-12-18 DEBUG] 19216 ota_client.c:110: ota client arrived topic: /udmp/agent/ota/rpc/s
{2} Advanced Features 24-12-18 DEBUG] 19216 ota_client.c:111: ota client arrived payload: { "method": "udmpState™, "params": { "state™: true } }
24-12-18 INFO] 19216 ota business.c:112; ota model method: udnpStat
24-12-18 INFO] 19216 ota_business.c:28: [udmpstate----—--—- -------online
24-12-18 DEBUG] 19296 mqtt_client.c:41;: SSyme MOTC SUBSCIIGE =T TTESTR: [1]
24-12-18 DEBUG] 19296 mqtt_client.c:41: async mqtt subscribe success callback: [2]
24-12-18 DEBUG] 19296 mgtt_client.c:41: async mgtt subscribe success callback: [3]
24-12-18 DEBUG] 19296 mqtt_client.c:41: async mqtt subscribe success callback: [4]
24-12-18 DEBUG] 19296 mqtt_client.c:41: async mqtt subscribe success callback: [5]

L-- PLC Protocol Service 24-12-18 DEBUG] 19296 mqtt_client.c:4l: async mgtt subscribe success callback: [6]
DEBUG] 19296 mqtt_client.ci4l: async mgtt subscribe success callback: [7]

DEBUG] 19296 mqtt_client.c:41: async mgtt subscribe success callback: [3]
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8. Return to BlueSphere GWM, and navigate to Provisioning > Device Management to
view the device status.

Device Management © 1656 WTC+9) sv A @ @

E Operation + Sa Add Device )= & Gateway  PLC

Device Groups All Devices
O Ungrouped (8) Device Name Model ~ DeviceStatus = SN GroupName i Operation
o Loop (2) 12345678 (Y VT-DGL-AH-101-GE. [ oniine | 12345678 Ungrouped v
O ™ DEMO(5) HAP 101 AP-1 VT-DGL-AH-101-GE. 5302-24080016-00001  DEMO v
VT-DGL-AH-101-GE. 5302-24080016-00004  DEMO v
VT-DGL-AH-101-GE. 5302-24080016-00003  DEMO v
MQTT Tracing
5 VT-DGL-AH-101-GE. 5302-24080016-00002  DEMO v
VT-M2M-G335 test_gateway_wyj_1 U d v
(@ Provisioning est-gate v naroups:
1ok VT-M2M-1MM5108-AP 5300-24010140-00013  Ungrouped v

The newly enrolled device will be named by its serial number by default. Clicking the device
name will direct you to the configuration page where you can start a remote session.

Configuration © 17:09(UTC+9) v A @ @
a =
Device Groups VantronOS Config
~ Ungrouped (8 Open device terminal BR _Remote Desktop

V5106-202107015-17 /

Log into VantronOS
V5106-202301004-004

* 12345678
HAPL01_1
HAPL01_2
R105-001
5300-24010140-00016 L3

» Loop (2)

» DEMO (5)

3.9 User Management

User management page displays the current user information and allows you to add new
users or edit the existing users to assign different permissions to different roles.

Key information of the current user:

Users

Users Overview

ADMIN SSH Access: Disabled

Group: users
Date Added: Fri Dec 13 05:11:18 2024 - e
Last Entry: Fi Dec 13 05:11:18 2024
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To add a new user, click the Add New User button below the existing user.

In the new page, you can create the user and enable certain features for the user.

— Add New User
= Staus >
defanlt password-vantron @

£ Route Management > T s @
e User Group user v @
&+ Network >
SSH Access Enabled 1 @
O services i Enable Network Menus
Tnterfaces W Wiretess(wrET) WA Hatow WIFT D:agnnsucs,\'em otk Capture
Security >
Enable Extend Merus
D T 5 D PLC Protacal Service D BiveSphere [P IPK instatter
Enabe Services Menus
B Users Manage v DHCP Server @
L it Users Enable Connect Memss
Static Routing W Automatic Network Routing
& Syurem 4 Enable Secusity Meaus
[aa
X Logout > Enable System Meaus
Loz W system| D Administration W Backup / Flash Firmware W3 Reboot W Terminal
v o

1. Default password of the new user is “vantron”;
2. Input a username (no space allowed);
3. Select a user group that will define the permissions and roles for the new user;

4. Choose whether to grant the new user SSH access to the device. If enabled, the user

can log in remotely via SSH;

5. Check the box next to the first-level menu items to expand the sub-menus, where you
can configure additional specific permissions and functions for the new user;

6. Save and apply the settings before you exit

After creating the user, it will be added to the user list, with key information displayed.

Users
Users Overview
USERL SSH Access: Enabled
Group: user
Date Added: Tue Dec 17 08:44:00 2024 - Delete
- Last Entry: Tue Dec 17 08:44:00 2024
-
ADMIN SSH Access: Disabled
Group: users
Date Added: Fri Dec 13 05:11:18 2024 - Delete
- Last Entry: Fri Dec 13 05:11:18 2024
“
‘Add New User.

Clicking the Edit/Delete button behind a user allows you to:
e Edit: Enable or disable specific features or permissions for this user.

e Delete: Remove the user from the system entirely.
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3.10 System

3.10.1 System

Apart from the device settings you might have made in previous sections, here you can
configure the device system in more details, including the host name, time zone,
administrative password and so on.

System

=
&= Status >
Here you can configure the basic aspects of your device like its hostname or the timezone.

£} Roue Management > | system Properties

General Settings  Language and Style

i Network >
- Tue Dec 17 08:30:35 2024 _ @
0 Services >
Hostaame [Vantronos-8Fs2 @
Security > Timezone ‘ utc e @
£ Advanced Features 5 Time Synchronization
Enable NTP client @
P ...
B Users Manage v NTP server candidates 0 centos pool nip org *
1.openwrt.pocl.nip.org =
2enpoolatp o9 - @
i us pool nip.org
i Provide NTP server .
- Administration D @

Description of the numbered areas

1. Synchronize the device time with the browser (local) time upon a click of the button
2. Host name of the device displayed when logging in to the device terminal

3. Device time zone

4. Enable/Disable NTP online time adjustment

5. NTP server candidates that can be used to synchronize the internal clock of the device
with an accurate time source

6. Enable/Disable the NTP online time server

i~ HAPI101 is used as an NTP server.

For language settings, please refer to 2.8.

Vantron | Public 80 www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life
World-leading provider of embedded/loT products and solutions

3.10.2 Administration

You can reset the password for accessing the web portal of the device in the Administration

menu. Please refer to 2.7 for details.

SSH Login

Follow the steps below to initiate an SSH login to the device on a Windows computer.

1. Make sure the Windows computer is on the same network as HAP101;

2. Navigate to System > Administration in VantronOS, and enable Dropbear;

SSH Access

Dropbear iz running-—

Enable/Disable

Interface

Part

Password authentication

SS5H-Keys

() wnspecified

(@ Listen cnly on the given interface or, if unspecified, on all

O ‘22

(@ Speciies the listening port of this Dropbear instanc

Qu

(@ Allow §SH password authentication

Here yon can pasts public SSH-Keys (ons per line) for SSH public-key suthsuication

1) Depending on the connectivity of the host computer and HAP101, select a port to
access (When “unspecified” is selected, SSH login is available through both ports);

2) Specify a port number for monitoring (port 22 by default)

3) Enable SSH password authentication

4) Optionally, add SSH-Keys for public key authentication

3. Open a terminal emulator (PuTTY or MobaXterm recommended) on the Windows

computer;

4. Launch an SSH session on the terminal emulator;
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5. Input the IP address of the device (WAN port IP or 2.4GHz WLAN IP depending on the
device connectivity and previous configuration), specify the username as “root”, and

leave the port number as the default port 22 (unless you’ve configured a different port);

F M @E Em 6 e S |
Telnet Rsh Xdmep RDP VNC FTP SFTP  Serial File

[«°] Terminal settings

% Cancel

6. Click OK to start the session;
7. Input the password (rootpassword) to log in.

Example SSH login with the 2.4GHz WLAN IP of HAP101:

]

Shell

sion : ( led 1ot supported by server)

H-browser

(11-forwarding : x { bled 10t supported by server)

, ctrl+click on \ ite.

root@antron0S-BF82:~# I
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3.10.3 Log

The Log feature allows you to view the system logs under the View syslog tab. The last 50
entries are displayed on the page with the latest on the top.

Lo;
£ Stawus > s

Viewsyslog  Basic Sefting  Remote syslog
€ Route Mansgement >

Last 50 track log entries. Newest entries sorted at the end :

Network >
Tue Dec 2024 daemon.notice ttyd[1723]: [2024/12/17 08:48:68:1734] N: _lus_lc_untag: -- [wsisru|1|adopted] (1) 10.2075
Tue Dec 2024 daenon.notice ttyd[1723]: [2024/12/17 €6:48:58:3405] i process exited with code @, pig: 1764
L Services > Tue Dec 2024 deemon.notice ttyd[1723]: [2024/12/17 08:48:58:3432] N: WS closed from 172.18.2.139, clients
Tue Dec 2024 daenon.notice teyd[1723]: [2024/12/17 08:48:58:3435] M _lus_lc_untag: -- [wsisru|2|adopted] (@) 1.8@min
Tue Dec 2024 daenon.notice Teya[1723]: [2024/12/17 09:00:16:6717] Mi _lws_lc tog: ++ [wsisrv|3|adopted] (1)
Tue Dec 2024 daemon.notice ttyd[1723]: [2024/12/17 09:00:16:6723] N: HTTP ftoken - 172.18.2.139
Security & Tue Dec 2624 dsenon.notice ttyd[1723]: [2024/12/17 89:00:16:6817] N: _lus_lc_tog: ++ [wsisrv|4|adopted] (2)
y Tue Dec 2024 daenon.notice ttyd[1723]: [2024/12/17 09:00:16:6844] N: WS  fws - 172.18.2.135, clients: 1
Tue Dec 2824 dzenon.notice ttyd[1723]: [2024/12/17 09:00:16 started process, pid: 5944
Tue Dec 2024 daemon.notice ttyd[1723]: [2024/12/17 ©9:00:21:6774] M: _lws_lc_untag: -- [wsisrv|3|adopted] (1) 5.085s
B et N Tue Dec 2824 dsemon.err unttpd[19981: sh: bad number
Famest e Tue Dec 2034 daenon. info dnsmasq[6873]: read /etc/nosts - 4 addresses
Tue Dec 2024 daenon. info dnsmasq[68731: read /tmp/hosts/dncp.cfgal4llc - 1 addresses
Tue Dec 2024 dasnon.info dnsmasq-dncp[6873]: read /etc/stners - @ addresses
" Tue Dec 2024 authpriv.info dropbear[19769]: Early exit: Terminated by signal
Users Manage > Tue Dec 2024 daemon.notice ttyd[1723]: [2024/12/17 09:01:16:7325] N: process exited with code O, pid: 5544
Tue Dec 2824 daemon.notice ttyd[1723]: [2024/12/17 09:01:16:7356] N: WS closed from 172.18.2.135, clients: 0
Tue Dec 2024 daemon.notice ttyd[17231: [2024/12/17 09:01:16:7359] N: __lws_lc_untag: -- [wsisrv|4|adopted] (0) 1.0¢@min
Tue Dec 2824 dsemon.err unttpd[19981: sh: bad number
Toe Dec 202t Gaemon.info dvenesalGE71: resd /evc/noscs - & scaresses
Tue Dec 2024 daemon. info dnsmasq[6873]: read /tmp/hosts/dncp.cfgolallc - 1 addresses
Tue Dec 2024 daenon.info dnsmasq-dncp[6873]: read /etc/stners - 9 addresses
Tue Dec 2624 authpriv.info dropbear[68761: Not backgrounding
Tue Dec 2024 daemon. err uhttpd[1980]: sh: bad number
Tue Dec 2824 authpriv.info dropbear{82291: Child connection from 172.18.2.139:58933
Tue Dec 2024 daenon. info dnsmesq[6873]: read /eic/nosts - 4 addresses
Tue Dec 2024 daenon. info dnsmesql6873]: read /tmp/hosts/dhc.cfghldllc - 1 addresses
Tue Dec 2034 daenon. info dnsmasq-dncp[6673]: read /etc/etners - @ addresses
Tue Dec 2024 authpriv.info dropbear[6876]: Early exit: Terminated by signal
Tue Dec 2024 authpriv.info dropbear[83671: Not backgrounding
Tue Dec 224 authpriv.warn dropbear[52291: Bad password attempt for 'root' from 172.18.2,139:58933
Tue Dec 2024 daemon. err unttpd[1380]: sh:

For the log-related settings, click the Basic Setting tab.
5 Status > LOg

View syslog | Basic Setting  Remote sysloz
L Route Management >

Wiite system log to file @ | Ivarflog/syslog log
& Network > i @ [1024
@ KB
L Services » Console log output level @ | Error v
N Cron Log Level @ | Warning v
Security >

Description of the numbered areas
1. Storage path of the system log
2. Buffer size allowed for storing the system log
3. Output level of the console log

4. Output level of the cron log
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3.10.4 Terminal

When navigating to System > Terminal, users can enable the Web terminal for logging into
the shell of the device.

Web Terminal

Enable/Disable disable e
@ disable
Interface enable

o e

Web Terminal

Enable/Disable

| enable v
Interface | All hd
Terminal @ Please click here to open Web Terminal

Step 1: Select enable from the drop-down list;
Step 2: Save the change;

Step 3: Click the link to open the web terminal.
Login account: root

Login password: rootpassword (invisible while typing)

rootfiVantron0S-D869:~4 ||
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3.10.5 Backup/Flash Firmware

The Backup/Flash Firmware menu allows users to update the firmware, backup/restore
user settings, and restore factory settings (clear user settings).

Firmware Update

Firmware Update = BackupRestore  Configuration

Flash new firmware image

Upload a sysupgrade image here to replace the minning firmware form local (Device model: VI-M2M-MMG6108-AP )

Keep settings: @
Laazes @ Choose File |XOS_WebU...000-03.x0s [V G RTIET:-0% ®

Uploading 17% 3.2M/19.1M :

Description of the numbered areas

1. Check the box to keep the user settings while upgrading the device
2. Select the new firmware from the local directory

3. Click the button to upload the firmware

4. Upload progress of the package

When the detailed information of the firmware is displayed, check if the firmware is correct,
then click Proceed to start the upgrading.

Firmware Update BackupRestore  Configusation

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash proceduse

« Checksum

MD3: d35487683121dd6f1bc8308252650280

SHA256: db5383e4195€075ablaafb85a5b6849717f878023b779b814c287dc57¢21d231
- Size: 19.10MB
« Configuration files will be kept

L[]

It will take some time for the upgrade and DO NOT power off the device when the upgrade
is in process.

System - Flashing...

The system is flashing now.
DO NOT POWER OFF THE DEVICE!
Wit a few minutes until you try to seconneet. It might be necessary to renew the address of your computer o reach the device again, depending on your seftings.

‘:-\\ iting for changes to be applied

While the web portal may not show the completion of the firmware upgrade, you can
monitor the LED indicators to track its progress. Once the upgrade is complete, the following
indicators will turn solid green: the Wi-Fi HaLow indicator, the 2.4GHz Wi-Fi indicator, the
power indicator, and the system indicator.
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Under the Backup/Restore tab, you can back up your settings and download the package,
including the configuration files and pre-set folders. Additionally, you can restore the device
to its factory settings or upload a previously saved backup package.

Firmware Update | Backup/Restore  Configuration

Backup

Click "Generate archive” to download a tar archive of the current configuration files

Restore

To restore configuration Sles, you can upload 2 previously gencrated backup archive here. To reset the frmware to its initial state, click "Perform reset” (only possible with squashs images).

Reset to defaults - @
Restore backup: @ Choose File | No file chosen Upload archive... @

{8 Custom files (certificates, seripts) may remain on the system. To prevent this, perform a factory-reset first

Description of the numbered areas

1. Click the button to back up the system configurations (including only the configuration
files and preset files other than user files or programs)

2. Factory reset the device (user configurations will be cleared)
3. Select a backup package from the local directory

4. Upload the backup package to restore the settings

Under the Configuration tab, you can customize the configuration files or directories to be
retained during the upgrade.

Backup file list
Firmware Update  BackupRestore  Configuration

This i a list of shel glob patterns for matching files and directories to include duing sysupgrade. Modified files in /ete/conflg end certain other configurations are automatically preserved.

Show current backup file list Open list. ®

42 This file contains files and directories that should
#% be preserved during an upgrade.

# fetc/example.conf
Jetc/bootscript/

@] o] |

Description of the numbered areas
1. Input the configuration file or directory to be retained during the upgrade
2. Click Submit to confirm the setting

3. Open the list of configuration files kept during the upgrade
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3.10.6 Reboot

Make sure you don’t have any ongoing process before rebooting the device.

3.11 Logout

You will exit the web interface with a click on the Logout tab. If you need make changes to
any of your settings, you can log in the web again with default account (root) and password
(rootpassword). Make sure you have saved the changes before logout.

Vantron | Public 87 www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

CHAPTER 4 USE CASE
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4.1

Application Topology

A typical use case for HAP101 devices is to monitor the status of connected cameras. The
following topology involves two HAP101 devices, one in AP mode and the other is later

switched to the station mode.

Default device settings

Bridge: ETH, HaLow AP

1. LAN:172.18.2.1 (Halow AP mode)
- 172.18.3.1 (HaLow STA mode)

2\
Y-

Internet

(IP: 192.168.1.b] 2. Bridge: ETH, Halow STA, 2.4GHz Wi- AL
|2.4GHz Wi-Fi AP LAN: 172.18.2.1 Fi AP (IP: 192.168.1.c) - P 150 168 1.
DHCP server:
192.168.1.1 -
F = . CAM2
’ ETH Wi-Fi HaLow 2.4GHz Wi-Fi IP: 192.168.1.e
Customer Router HAP101-AP HAP101-STA CAM2
~ 1P: 192.168.1.F
b
=
% cAMA
5 - 1P 192.168.1.8
~

T
E
w

pC1 PC2
IP: 192.168.1.a IP: 172,18.2.

. HAP101-STA in HaLow AP mode, 2.4GHz Wi-Fi IP of PC3:
172.18.2.xx (VantronOS$ accessible via 2.4GHz Wi-Fi);

i 2.4GHz Wi-Fi
=

. HAP101-STA in HaLow STA mode, 2.4GHz Wi-Fi IP of PC3:
172.18.3.xx (VantronOS accessible via 2.4GHz Wi-Fi);

3. After bridging 2.4GHz Wi-Fi AP, 2.4GHz Wi-Fi IP of PC3:
192.168.1.xx (VantronOs accessible via Eth LAN).

e  With the firmware upgraded to V200R003.F0000-0B or later:

1.

Each HAP101 device operates in HaLow AP and 2.4GHz Wi-Fi AP modes, with default
LAN IP set to 172.18.2.1;

When an HAP101 switches from HaLow AP mode to HaLow STA mode, its LAN IP will
change to 172.18.3.1;

ETH and Halow AP of each AP mode HAP101 are bridged, so that after an HAP101
connects to a DHCP server through an Ethernet cable, clients connected to it via Wi-
Fi HaLow will obtain an IP from the DHCP server.

e Inthe above topology:

1.

2.

HAP101-AP is all set and requires no change;

HAP101-STA is switched from the default HaLow AP mode to the HaLow station mode
to connect to HAP101-AP and obtain an IP from the DHCP server;

Halow station of HAP101-STA is bridged by default, allowing itself to obtain an IP
from the DHCP server when connected to HAP101-AP via Wi-fi HaLow;

The 2.4GHz Wi-Fi AP of HAP101-STA is later manually bridged. As a result, client
devices connected to HAP101-STA via 2.4GHz Wi-Fi will receive an IP address from
the DHCP server. However, they cannot communicate with HAP101-STA;
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5. PC1 can manage all devices that obtain IP addresses from the DHCP server, while PC2
manages HAP101-AP. When PC3 connects to HAP101-STA via 2.4GHz Wi-Fi, it receives
an IP address from the DHCP server but cannot access HAP101-STA’s VantronOS.
However, if the Ethernet port of HAP101-STA is reconfigured from WAN to LAN,
HAP101-STA’s VantronOS becomes accessible via an Ethernet connection using the
device’s LAN IP address.

o  After the setup, to view the IP of the cameras, you will need:

1. Loginto HAP101-STA’s VantronOS via an Ethernet connection using the device’s LAN
IP address;

2. Check the IP address of the clients on the 2.4GHz Wi-Fi connection page.

4.2 Wiring

Power on HAP101-AP and connect it to a router (DHCP server) using an Ethernet cable. This
connection allows HAP101-AP to obtain an IP from the DHCP server. To retrieve this IP
(depending on your needs):

1. Connect a PC(PC2inthe topology) to the 2.4GHz Wi-Fi of HAP101-AP using the WLAN
SSID and WLAN password on the device label of HAP101-AP;

2. Log in to VantronOS for HAP101-AP using the provided WLAN login IP and user
information;

Refer to steps 2 through 4 in 4.3.1 if you are not sure about steps 1 and 2.

3. Navigate to Network > Interfaces > WAN to check the IP information.

4.3 Setup of HAP101-STA

Follow the steps below to set up HAP101-STA and connect it to HAP101-AP.

4.3.1 Halow

1. Power on HAP101-STA;

2. Connect the host computer to the 2.4GHz Wi-Fi of HAP101-STA using the default SSID
and password provided on the device label as shown below;

HaLow WLAN MAC: XX XX XX XXXX: XX
WLAN MAC: XX XX XX XX XXXX: XX
WAN MAC: XX XX XXX XX XX

WLAN Login IP: 172.18. 2.1

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXOXXXX
HalLow WLAN SSID: XXXXXX
HalLow WLAN Password: XXXXXXXX
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3. Use the default WLAN Login IP provided on the device label of HAP101-STA as the
address for VantronOS login;

HaLow WLAN MAC: XX XX XX XX XX XX
WLAN MAC: XX XXX XXXXKXXXX
WAN MAC: XX XX XXX XX XX

WLAN Login IP: 172.18.2.1]

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HaLow WLAN Password: XXXXXXXX

4. Login to VantronOS using the username and password on the device label;

HaLow WLAN MAC: XX XX XXXOCXX XX
WLAN MAC: XX:XX XX XX XXX XXX
WAN MAC: XX XXXOKXXKXOKCXX

WLAN Login IP: 172.18. 2.1

\User name/Password: admin/XXXXXX \
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX

HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XX XXXXXX

* For higher permissions on VantronQOS, log in as a superuser:

Super user: root y/4 password: rootpassword

5. Navigate to Network > HaLow WIFI, and change the HaLow mode of HAP101-STA to
Client;

HaLow WIFI

>

Halow WIFI Settings

General Setting  Advanced Setting

Status. Mode: Master

BSSID: 13:9B:A5:10:11:13
SSID: DGL-AH-101-1113 | Encryp
Channel: 28 (916.000 MHz) | Tx-P
Signal: -53 dBm | Noise: 82 dBm

VI moce s (@ svitch Mois [@)
SSID [ Cient

[Mesh |
Encryption SAE v

5 — &
Ke; e

e TEAN)

WPA3 SAE (CCMP)
21 4B | Country: US
: 325 Mbit's

Associated Stations

Network MAC-Address

J (Master "DGL-AH101.1113"
& Users Manage > @ Ot 7

Host
OCBF-T4:A6:C6F4 2
o SR ﬂ -
Customization >

* The LAN IP of the device will change to 172.18.3.1 when the HaLow mode switches to
Client.

6. Save the settings and wait a few seconds to allow the change to apply;

7. Reconnect the host computer to the 2.4GHz Wi-Fi of HAP101-STA and log in to
VantronOS using the new WLAN IP: 172.18.3.1;
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8.

10.

11.

12.
13.

Check the device label of HAP101-AP for the HaLow WLAN SSID and password;

HalLow WLAN MAC: XX: XX XX XX:XX: XX
WLAN MAC: XX XX XX XX XX XX XX
WAN MAC: XX XXXXXX: XX XX

WLAN Login IP: 172.18.2 1

User name/Password: admin/XXXXXX
WLAN SSID: XXXXXX

WLAN Password: XXXXXXXX
HaLow WLAN SSID: XXXXXX

HalLow WLAN Password: XXXXXXXX

Navigate to Network > HaLow WIFI in HAP101-STA’s VantronQS;

Under the Wifi Client Setting tab, select the SSID of HAP101-AP from the list and enter
the password for HaLow connection;

Wifi Client Setting

Select SSID Mac/Bssid Key

|TUD% DGL-AH-101-DEBE v | Auto v K z

EEX - conecin

If the target SSID is not included in the HaLow SSID list, click the SCAN WIFI button
to refresh the list;

Save and apply the settings;

When HAP101-STA successfully connects to HAP101-AP via Wi-Fi Halow, the
connection status will be displayed next to the SCAN WIFI button.

Wifi Client Setting

Select SSID Mac/Bssid Key

‘100%_DGL-AH-101-DEEE v | | Auto v K z

Connected: Oh 0m 435
IPaddr: 172181 199

After these settings, HAP101-STA connects to HAP101-AP via Wi-Fi HaLow and obtains
an IP from the DHCP server.

4.3.2 Reconfiguring WAN to LAN

Follow the steps in section 2.7.1 part b for switching the Ethernet port from the default

WAN mode to LAN mode. Once reconfigured, PC3 can connect to the device via Ethernet

and access VantronOS using the device’s LAN IP address: 172.18.3.1 (HaLow station mode).
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4.3.3 2.4GHz Wi-Fi

1. Navigate to Network > Wireless (WIFI);

2. Click Advance Settings to expand the menu;

8 status >
€ Quick Start >
1} virtual Tunnel >
& Network v

- Interfaces

- Wireless(WIFI)

i HaLow WIFI

- Static Routes

- Firewall

WIFI Settings

Enable/Disabled WIFI
WIFI Mode

Mode: ap
BSSID:
Channel: 1(2.412 GHz)
Signal: 0dBm
Bitrate: 300 Mbit/s

ssiD

Encryption

+ Advance Settings

[ Enable v

[ ar <

[ saw
SSID: Vantron-B940A1
Eneryption: none
Tx-Power: 20 cBm
Noise: -95 dBm
Country: us

Vantron-B940A1

| OPEN ~

3. Toggle the button behind Bridge ETH (WAN) to bridge the 2.4GHz Wi-Fi to Ethernet.

WIFI Settings

Enable/Disabled WIFI
'WIFI Mode

Mode:
BSSID:
Channel:
Signal:
Bitrate:

551D
Encryption

- Advance Settings

Country Code
Hwmode
Channel

Bridge ETH{WAN)

Apply

AP

1{2.412 GHz)
0 dBm
300 Mbit/s

Enable

-
AP -
Save

SSID: Vantron-B940A1
Encryption: none
Tx-Power: 20 dBm
Noise: -95 dBm
Country: us

| vantron-8340a1

| OPEN -

| 00-World v

[24¢ v

[1

[ = |

This configuration bridges the 2.4GHz Wi-Fi AP, therefore devices connected to
HAP101-STA via 2.4GHz Wi-Fi will obtain an IP from the DHCP server.
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4.4 Viewing Camera IPs

Please refer to the camera’s guide for connecting multiple cameras to HAP101-STA through

2.4GHz Wi-Fi. After finishing all settings, the cameras will obtain an IP from the DHCP server.

The following is a summary of the process for viewing the camera IPs in the given topology:

1.

2.

Connect HAP101-AP to the DHCP server via Ethernet;
Connect a PC (PC3 in the topology) to HAP101-STA via 2.4GHz Wi-Fi;

Log in to HAP101-STA’s VantronOS using the WLAN IP (172.18.2.1 by default), and the
provided username and password on the device label;

Switch the HaLow mode of HAP101-STA from AP to Client and reconnect PC3 to it for
VantronOS login using the new WLAN IP (172.18.3.1);

Connect HAP101-STA to HAP101-AP and take down the Halow station IP of HAP101-
STA obtained from the DHCP server (next to the Scan WIFI button on the HaLow WIFI
page);

Switch the Ethernet port of HAP101-STA from WAN mode to LAN mode, to allow local

access of the device from Ethernet;

Bridge the 2.4GHz Wi-Fi of HAP101-STA and connect the cameras to HAP101-STA via
2.4GHz Wi-Fi;

Connect PC3 to HAP101-STA via Ethernet and access HAP101-STA’s VantronOS using
the LAN IP (172.18.3.1);

Navigate to Network > Wireless (WIFI) and check the details of the 2.4GHz Wi-Fi
connection under the Associated Stations tag where the camera IPs are displayed.
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CHAPTER 5 DEBUGGING THE DEVICE
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The serial port operates in the RS485 mode by default, and can be switched to debug mode
for troubleshooting the device. It will automatically revert to standard RS485 operation upon
each power cycle.

Follow the steps below to set up the device for the debugging purpose.

1. Unscrew the bottom screws of the device and remove the top cover;

2. Use an RS485 to USB adapter and DuPont wires (A-A, B-B, GND-GND) or other way to
connect HAP101 to the host computer;

3. Press the SW3 button inside the casing and do NOT release;

4. Power on HAP101 and release the SW3 button after 2 seconds;

5. Open a serial communication program and launch a serial session using the parameters
below:

Baud rate Data bit Polarity Stop bit

57600 8 None 1
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E H B O e 7

SSH  Telnet s Xdmep RDP VNC FTP SFTP | Serial File Shell

settings [°] Terminal settings W Bookmark s

Serial engine: manual CO

> TFTP server
O Reset defaults

Execute macro a

% Cancel

6. Wait for the device information to be printed in the console;

7. When the message for successful device creation appears, press Enter and proceed with
the debugging operations;

24.242878] morse_io: Device node '/dev/morse_ 1io' created suc

BusyBox v1.31.1 () built-in shell {ash)

root@antron0S-EESL: /# I

If the device is connected to a router or switch via the WAN port, you can determine the
IP address by running the ifconfig command in the console.
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6.1 Disposal

When the device comes to end of life, you are suggested to properly dispose of the device
for the sake of the environment and safety.

Before you dispose of the device, please back up your data and erase it from the device.

It is recommended that the device is disassembled prior to disposal in conformity with local
regulations. Please ensure that the abandoned batteries are disposed of according to local
regulations on waste disposal. Do not throw batteries into fire or put in common waste
canister as they are explosive. Products or product packages labeled with the sign of
“explosive” should not be disposed of like household waste but delivered to specialized
electrical & electronic waste recycling/disposal center.

Proper disposal of this sort of waste helps avoid harm and adverse effect upon surroundings
and people’s health. Please contact local organizations or recycling/disposal center for more
recycling/disposal methods of related products.
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6.2 Warranty

Product warranty

VANTRON warrants to its CUSTOMER that the Product manufactured by VANTRON, or its
subcontractors will conform strictly to the mutually agreed specifications and be free from
defects in workmanship and materials (except that which is furnished by the CUSTOMER)
upon shipment from VANTRON. VANTRON'’s obligation under this warranty is limited to
replacing or repairing at its option of the Product which shall, within 24 months after
shipment, effective from invoice date, be returned to VANTRON's factory with transportation
fee paid by the CUSTOMER and which shall, after examination, be disclosed to VANTRON's
reasonable satisfaction to be thus defective. VANTRON shall bear the transportation fee for
the shipment of the Product to the CUSTOMER.

Out-of-Warranty Repair

VANTRON will furnish the repair services for the Product which are out-of-warranty at
VANTRON'’s then-prevailing rates for such services. At customer’s request, VANTRON will
provide components to the CUSTOMER for non-warranty repair. VANTRON will provide this
service as long as the components are available in the market; and the CUSTOMER is
requested to place a purchase order up front. Parts repaired will have an extended warranty
of 3 months.

Returned Products

Any Product found to be defective and covered under warranty pursuant to Clause above,
shall be returned to VANTRON only upon the CUSTOMER’s receipt of and with reference to
a VANTRON supplied Returned Materials Authorization (RMA) number. VANTRON shall
supply an RMA, when required within three (3) working days of request by the CUSTOMER.
VANTRON shall submit a new invoice to the CUSTOMER upon shipping of the returned
products to the CUSTOMER. Prior to the return of any products by the CUSTOMER due to
rejection or warranty defect, the CUSTOMER shall afford VANTRON the opportunity to
inspect such products at the CUSTOMER’s location and no Product so inspected shall be
returned to VANTRON unless the cause for the rejection or defect is determined to be the
responsibility of VANTRON. VANTRON shall in turn provide the CUSTOMER turnaround
shipment on defective Product within fourteen (14) working days upon its receipt at
VANTRON. If such turnaround cannot be provided by VANTRON due to causes beyond the
control of VANTRON, VANTRON shall document such instances and notify the CUSTOMER
immediately.
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Appendix Regulatory Compliance Statement

FCC Compliance Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

Exposure to radio frequency energy:

The radiated output power of this device meets the limits of FCC radio frequency exposure
limits. This device should be operated with a minimum separation distance of 20cm (8 inches)
between the equipment and a person’s body.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

- Consult the dealer or an experienced radio/TV technician for help.
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IC Statement

This device complies with ISED Canada license-exempt RSS standard(s). Operation is subject
to the following two conditions:

(1) This device may not cause interference, and

(2) This device must accept any interference, including interference that may cause undesired
operation of the device.

Operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for
harmful interference to co-channel mobile satellite systems.

Exposure to radio frequency energy:

The radiated output power of this device meets the limits of ISED Canada radio frequency
exposure limits. This device should be operated with a minimum separation distance of 20cm
(8 inches) between the equipment and a person’s body.

Le présent appareil est conforme aux CNR d’ISDE Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes:

(1) 'appareil ne doit pas produire de brouillage, et

(2) l'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.

La bande 5150-5250 MHz est réservée uniquement pour une utilisation a I'intérieur afin de
réduire les risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant les
mémes canaux.

L'exposition a I’énergie radiofréquence:

La puissance de sortie rayonné de cet appareil est conforme aux limites de la ISDE Canada
limites d’exposition aux fréquences radio. Cet appareil doit étre utilisé avec une distance
minimale de séparation de 20cm entre (8 pouces) I'appareil et le corps d’une personne.
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